[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagenbue:

®K1O: Kocerok Cepreit Muxaiinosuy

JlomkHOCTb: pekTop o
[laTa NoANMCaHNS: Zog%ﬁgﬂﬂlge MaTepuajbl 1JISI MPOMECKYTOIHON ATTECTAIIUNA 110 JUCHUIIJINHE
YHUKanbHbI MPOrpaMMHbIA KIKOY:

e3atsileaaleoddIpodpimnosarniiagpamuple cpedcmea obecneuenus uHpopmayuonnony, 8 cemecmp

Kon, Hanpasnenue
> Hatip 09.03.02 UndpopMarimoHHbIE CUCTEMBI H TEXHOJIOTHU

TIOJITOTOBKH
HamnpaBneHHOCTB .
bezomacHocTs MHGOPMAIIMOHHBIX CUCTEM M TEXHOJIOTUN
(mpoduip)
dopma o0yueHus oyHas

NH(popMaTUKN U BBIYUCIUTEILHON TEXHUKU
Kadenpa-pazpadborumnk

NudopmaThK ¥ BBIYUCTUTENEHON TEXHUKU
Brimyckaromas kadenpa

TunoBble TeMbI KOHTPOJbLHOH Pa0dOTHI

1. Knaccudukaiuss METOIOB € CPEACTB IMPOTPAMMHO-AIMAPATHOW  3alUThI
MH(pOpPMALIUH.

2. HopmatuBHBIE TpaBOBBIC AaKTHl, HOPMATHBHBIE METOJUYECKHE JTOKYMEHTHI, B
COCTaB KOTOPBIX BXOAST TPEOOBAaHUS M PEKOMEHJAIMU IO 3aluTe UHPOpMaIuu
MPOrPaMMHBIMHU ¥ TIPOTPAMMHO- alllapaTHBIMU CPEICTBAMH.

3. Crammaptel 1o 3amuTe WH()OPMAIMU, B COCTaB KOTOPBIX BXOAST TPEOOBAHUSA U

peKOMEeHJalMK MO 3alluTe HHPOpPMAlUU MPOrpaMMHBIMM M IPOTrpaMMHO-

anmapaTHBIMU CPEJICTBAMH.

MeTtobl co3ianust 6€30MacHbIX CUCTEM.

Merononorust npOeKTUPOBaHUS FapaHTUPOBAHHO 3amuiieHHbIX KC.

HcTOYHMKH ecTaOMIM3UPYIOIIEro BO3AeHCTBUS Ha OOBEKThI 3aIUTHI.

[TpuuuHBI ¥ YCIOBUS 1€CTAOUIN3UPYIOIIET0 BO3ACHCTBHS Ha HHPOPMALIHIO.

[ToHsiTHE HECAaHKIIMOHUPOBAHHOTO A0cTyna K MHpopmaryu. OCHOBHbBIE MOJIXO/IbI

K 3amute nHpopmanuu ot HCJI.

9. Opranuzanus goctymna K ¢ainaM, KOHTPOJIb JOCTYINa M pa3rpaHUYEHue J0CTyIa,
UepapxXuuecKuil 1ocTym K Qaitnam. @ukcanus qoctyna K gpainam.

10.OcobenHocTy 3auThl JaHHBIX 0T u3MeHenus. llnudpoBanue.

11.Cucrembl THMa DJEKTPOHHBIM 3aMOK. D3 ¢ TPOBEPKOM  IEIOCTHOCTH
MIPOTPAMMHOM CpPEJIBI.

12.Tlonsitue AM/I3 (noBepeHHas 3arpy3Ka).

13.TIpuMeHeHune 3aKiIagoK, HAMpaBlIEHHBIX HA CHUXEHHE d(PPEKTUBHOCTH CPEJCTB,
3aMBIKAIOIIUX CPEY.

14.3anaun 3anutel [1O oT u3ydenus u cmocoObl ux pemenus. 3ammura [1O ot
JIM3acCeMOIMPOBaHUSL.

15.BpenonocHoe mnporpamMmHOe oOecredeHrne Kak OCOOBI BHJ pa3pylIalomIuX
BO3JICUCTBUM.

16.Knaccudukaims BpeJOHOCHOTO MPOTPAMMHOTO 00€CIICUCHUS.

17.Cxema 3apaxenus. Cpeactsa Henrpanuzanuu BpenoHocHoro I10. IIpodunakrrka
3apa)KeHUsl.

18.Tlouck cnenoB akTUBHOCTH BpeaoHocHoTo [10.

o N0k



19.Peectp Windows. OCHOBHBIE BETKH, COAepkaline WH(OOPMAINIO O BPETOHOCHOM
I10.

20.borueTsl. [Ipuanun GyakumnonnpoBanus. MeToabl 0OHApYKEHHUSL.

21.Knaccudukamusi aHTUBUPYCHBIX cpeacTB. CHTHATypHBIH M IBPUCTUYECCKUI
aHaJIN3.

22.3ammTa OT BUPYCOB B "PYydHOM pekume".

23.OCHOBHBIC KOHLEMIIMM TOCTPOEHUS CHCTEM aHTUBUPYCHOM 3aIIUTHI Ha
MPEANPUSTUH.

24. HecaHKIIMOHUPOBAaHHOE KomHupoBaHue nporpamm kak tun HCJI.

25.10puanueckne acmeKkThl HECAaHKIIMOHMPOBAHHOTO KOMHUPOBAHUSA IPOTPaAMM.
OO011ee MOHATHE 3aIIUTHI OT KOMUPOBAHMUSL.

26.3amuTHRIe MEXaHU3MBI B COBPEMEHHOM MPOTPAMMHOM 00€CII€UeHUN Ha MpUMepe
MS Office.

27.1IpoGneMa 3alIiThl OTIYKIaeMBIX KOMITOHEHTOB [[9BM.

28.MeTobl 3aUThl UHPOPMAITUU Ha OTUYXkAaeMbIx HocuTemsix. [ludposanue.

29.CpenctBa BoCCTaHOBJICHHsI ocTaToyHOM WHpopmarmu. Co3lnaHue MOCEKTOPHBIX
o6pazos HXXM/I.

30.be3Bo3BparHOE yHaneHue qaHHBIX. [[pHHINTIBI U ATOPUTMEL.

31. YcrpoiictBa Touch Memory.

32.COB u COA, otnnuus B pyHkiusax. OcHoBHbIe apxuTekTypsl COB.

33.Ucnonb3oBanue ceteBbIX cHU(epoB B kKauecTBe COB.

34. Anmnapatneiii komnoneHT COB. TIporpammusiit kommonentT COB.

35.Knaccudukamnus cucteM 00HapyKEHUS BTOPKESHHM.

36.00HapyXeHUE CUTHATYD.

37.00HapyxeHnEe aHOMAJTHH.

38.ItaTHbIe cpencTBa 3amUTh HHPopMaluu cTeka mporokosioB TCP/IP.

39.CpenctBa uneHTU(UKAIIMN U ayTEHTU(UKAIIMU HA PA3HBIX YPOBHSAX IMPOTOKOJIA
TCP/IP,

40.10CTOMHCTBA, HEAOCTATKH, OTPAHUYCHHUSL.

41.BuptyanpHas yacTHas ceTb. OyHKIMH, HAa3HAYSHNUE, TPUHIIUIT TIOCTPOCHUS.

42.YcrpoiicTBa, obpaszyromue VPN. Kpuntomapuipytuzatop u KpuntouiabTp.

43.MexcereBble dkpanbl Tuna firewall. JlocTouHCTBa, HENOCTATKH, peaTu3yeMble
HOJUTUKHN 0€30MaCHOCTH.

44.Ocunosubie Tunsl firewall. CumMmMerpuunbie 1 HecumMmeTpuyHbIe firewall.

45.O1HOXO0CTOBBIC U MYJIBTUXOCTOBBIE firewall.

46.OCHOBHBIC TUIIBI APXUTEKTYP MyIbTUXOCTOBBIX firewall. TpeGoBanus k KaxaoMy
XOCTY, HCXO/JIsl U3 apXUTEKTYPHI U BHIIOTHIEMBIX (DYHKITHIL.

47.0OcHOBHBIE TUIIBI YTp03. Mojienb HapyIuTes.

48.CpenactBa uieHTU(OUKAIN U ayTeHTU(PUKALKUU. Y TIPaBJIeHUE JOCTYIIOM.

49.CpeznctBa KOHTPOJIS LIETOCTHOCTH HH(POPMAIIMU B 0a3ax JIaHHBIX.

50.CpencrBa aynuta W KOHTpoisi OezomacHocTH. Kputepum 3ammuiieHHoctu 06a3
JTAHHBIX.

51.TlonsiTie u 000CHOBaHHWE HEOOXOAMMOCTH HCIIOJIB30BAaHUS MOHHUTOpPUHTA Kak
HE00XO0IMMOM KOMITOHEHTHI CUCTEMBI 3aIUThI HH(OPMAITUH.

52.Knaccudukaiuys ceTeBbIX MOHUTOPOB.

53.Cucrembl ynpaBieHHs cCOOBITUAMU HH(DOpMaIIMOHHOM Oe30macHocTH (SIEM).



Tunosblie BOIIPOCHI K 9K3aMCHY

1. Nnentudukanus cyobexTa

2. Wnentudunupyromas nuHGOpMAIHs

3. TTousTue 3amUINEHHON CUCTEMEI

4. [IpaBuna pa3rpaHuyeHHs JOCTYIA

5. Mogaenu OC. CpaBuutenbhbiid ananu3 OC

6. N3buparensHoe pa3rpaHUYCHHE JOCTYIa

7. W3onupoBanHas nmporpaMmHasi cpenia

8. [TomHOMOYHOE pasrpaHuveHue 10CTyna 6e3 KOHTPOJIS HHPOPMALMOHHBIX TOTOKOB
9. [TontHOMOYHOE pa3rpaHUYeHHE JOCTYyIa

10.  Marpuua gocTyna u BeKTOp J0CTyma

11. Ob6ecnevenne koHpuaeHnaapHOCcTH (mpaBmwia NRU u NWD)

12. Kpurepun nHPOpPMALMOHHOMI OE30MIACHOCTH

13. Texuonorus DLI1T

14. [TonsTre “n00OBOM aTaku”, METOABI (POPMUPOBAHHUS MTAPOJICH

15. Merousl 60pb0BI ¢ TOAOOPOM HUACHTUPHUIMPYIOIEH HHPOPMALIUU
16.  Meronbl 60pbOBI ¢ TOIOOPOM MAPOJICH, MOIYYEHHBIX HA OCHOBE OITHOOK
aJIMAHUCTpATOPA

17.  Meronbl 60pbOBI ¢ TOOOPOM MAPOJIEH, MOIYYEHHBIX HA OCHOBE OIIHMOOK peanu3alun
18. CornuasibHast ICUXOJIOTHS M MHBIE CIIOCOOBI MTOJTYYICHUS TTapOICH
19.  IIpuHIMOBI TOCTPOCHUS KPUITOCUCTEM

20.  YpOBHH KpUNTOCHCTEM

21.  Kommonentsl Kpunrocucrem

22.  Oynkuuu Kpunrocucrem

23.  Meroabl noxy4yeHus “ciaydaitHocTu”

24.  Ilpunmuns! noctpoenus renepatopos IICIT u UCTI.

25.  ApxwuBanus. AITOPUTMBI apXUBAIIUN

26.  Tenepanus kmoueit. Pactipenencnue kirroueit. [ 1aBHBIN KITHOY.

27.  BoccraHOBIEHHME CHCTEMBI IPU KOMIIPOMETAIUN KITFOUei

28.  Krnaccugwukaus KpunToaIropuTMOB

29.  CumMeTpuUyHBbIC KPUNTOAITOPUTMBI

30.  AcuMMeTpHYHBIE KPHUIITOAITOPUTMBI

31.  Texnonorus Xsu-hyHKIHUHA

32.  Kpunrocucrema cemeiictsa mporpamm ViPNet.

33. CoctaB u Ha3HaueHue komrnoHeHToB ViPNet [ AqmuHHCTpaTOp |
34. CocraB u Ha3HaueHue komnoHeHToB ViPNet [Koopaunarop]

35. CoctaB u Ha3HaueHue komnoHeHToB ViPNet [Knuent]

36.  Cocra u HazHaueHHe koMoHeHTOB ViPNet [Kpuntomanus|

37.  CocraB u HazHaueHue komnoneHtoB ViPNet [PersonalFirewoll]
38.  Hasnauenwme u npuHIMIEI moctpoeHuss VPN

39.  ®opmupoBaHue CTPYKTYphl BUpTyanbHOU cetn ViPNet

40.  ®opmmpoBaHue KiIroueBoi nHPopmanuu ViPNet

41.  Copeprxanue kitoueBoro Habopa u *.dst — ¢aitna @opMupoBanue Kio4en npu
U3MEHEHHSX B CTPYKTYpE CBOCH CETH

42.  MexcereBoe B3aumo/eiictsue ViPNet

43, [IpoTrBOAEIICTBHE H3YYEHUIO UCXOIHBIX TEKCTOB

44.  TlpotuBojeiicTBUE aHAINU3Y IBOMYHOTO KO/

45.  3ammra ot PTIB

46. Knaccudukanus PIIB



47. MeTobl U CpeCTBA 3AIUTH HHPOPMAITUH OT TEXHUYECKHX COOEB, TOJIOMOK,
CTUXUUHBIX O€ICTBUI

48. INousarue N30LITOYHOCTH

49, [TpuHIMIB! GYHKITMOHUPOBAHUS CUCTEM B UPE3BbIUYAHHBIX YCIOBHIX. BOoCcCTaHOBIICHME
paboTOCIOCOOHOCTH CUCTEM



