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Tunosble 3a1aHus 1J151 KOHTPOJbHOM PadOTHI:

IpakTnyeckoe 3axanue Ne 1.

3TO MpakTHYECKOE 33JaHue TIOMOXKET CTYJICHTaM yIIyOUTh CBOW 3HAHHS O CONMAILHOW MHKEHEPUH,
AHAJIM3MPOBATh CTAaTHCTUYCCKHE JaHHBIC, a TAaKXKe pa3padaThiBaTh PEKOMEHJANMU B 00JacTH
nH(popMaImoHHOH 6e30macHocTH. OHO TakKe 00YUUT CTYIEHTOB MPAKTUIECKIM HaBBIKaM pa3paboTKu
pEKOMEH/IAINIA, OCHOBAHHBIX Ha aHAU3E TAHHBIX

Heas padoTsl — paspabomka pexomenoayuti no npecdomspaAeHUio COYUAILHOU UHICEHEPULL.

IIaru BpINOJIHEHN

AHanm3 CTaTUCTHYECKHMX NaHHBIX: Mcmonb3yst MHGOpPMAIMioO W3 HAJEKHBIX HCTOYHHUKOB,
M3Y4YNTE CTATUCTUYECKHE JaHHBIE O CIIydasX CONMAILHOM WH)KEHEpPHH, Takue Kak OOMaH M
MOIIICHHUYECTBO, CBSI3aHHbIE ¢ WHPOPMAMOHHON Oe3zomacHocThIO. Omnpenenure Hambojee
pacnpocTpaHeHHbIE METOAbI U TEHAECHIIUM.

Nzyuenue ciyyaeB: O3HAKOMBTECh C pEaJbHBIMU CIIy4asMU COLMANBbHON HH)KEHEpUH,
KOTOpBIE MOJIYYMIIM 3HAUUTENIbHYIO OTJIACKY U UMEINIM 3HaYMMBbIE TIOCIEICTBUS JJI1 KOMIIaHUM
nnu nons3oBareneil. Ilpoananusupyiite, KAKUMH METOIAMH M TEXHUKAMU 3JI0YMBIIUICHHUKH
BOCTIOJIb30BAJIUCh, M Kakas HH(pOpMaLus ObU1a CKOMIPOMETUPOBAHA.

CocraBnenue pekoMeHAaLui: Mcrnonb3ys noryyeHHble 3HaHUS 1 aHATU3UPYS CTATUCTHYECKHE
JaHHbIE, pa3paboTaiiTe PEKOMEHAALMH JUIsl TIOJIb30BAaTENeH M0 NPeAOTBPAILEHHUIO MPobIieM,
CBSI3aHHBIX CO COIMANbHOW WHkeHepued. OOpamiaiite BHUMaHHe HAa BaXXHOCTh OOYyYeHHUS
[IEpCOHANa, YCTAHOBKY HAJEXKHBIX IIapojel, OCBENOMIIEHHOCTb O BHJAaX aTak H
MOJI03PUTEIHHOM IIOBEJCHNH, & TAKKE OCHOBHBIC IPHHIUIIBI 0€30MIACHOCTH.

[IpencraBnenue pesynpTaroB: Co3naiTe 3JAEKTPOHHBIM JOKYMEHT WM TPE3eHTALUIO, B
KOTOPBIX TOAPOOHO W3JIOKUTE CBOM PEKOMEHAAUH W TOAKpenuTre HuX (GakTamMd W
cTatucTuKOi. OOBSCHUTE MPOCTHIM U TOHATHBIM S3BIKOM, MOYEMY KaKIas pPEeKOMEHIauus
Ba)KHA M KAK OHA TIOMOXET IPEAOTBPATHTE MPOOJIEMBbI COLIMATBHON HHKECHEPHH.

IIpakTuyeckoe 3aganue Ne 2.

OTO mNpaKkTHYecKOoe 3aJaHhe IOMOXET CTYAEHTaM M3YYWThb Ha HpPaKTHKe pa3paboTKy IulaHa
pearupoBaHusl Ha HapylleHHe WH(QOPMAIMOHHOW OE30MacHOCTH M OCO3HATh HEOOXOIHUMOCTh
TOTOBHOCTH K TaKUM COOBITHSM 151 9 pekTHBHOTO ynpaBieHus: HHPOPMAIMOHHON 0€30MacHOCTHIO

Heabp padoTel — paspabomka niaHa peasuposanusi HA CAyHail HAPYUWEHUs UHGDOPMAYUOHHOU
bezonachocmu OJisi OP2AHU3AYUL.

IIlary BpIIOJIHEHHUS .

NzyueHnue cxembl pabOThl M BaKHBIX MPOLECCOB opraHusaiuu: [loHuMmas creruduky u
OCHOBHBIC II€JIU OpraHHU3allly, U3yYUTe CXeMy pPadOThl M BaXKHbBIC MPOLIECCHI, CBSI3aHHBIC C
nH(OPMAIMOHHON  Oe3omacHOCThIO.  Ompenenute  BO3MOXHBIE  BUABl  HapyIICHUH
nH(OPMAITMOHHOM 0€30IMaCHOCTH, KOTOPhIE MOT'YT BO3HUKHYTh.

Ananus u knaccudukanys HapymeHuii: [Ipoananusupyiite THIMYHBIE HAPYIIEHUS, KOTOPbIE
MOTYT NPOHM30HTH B OpraHM3allH, W KIacCHQUIMPYHTE WX IO YPOBHIO CEPbE3HOCTH H
KOJIMUYECTBY IOJydaeMoro ymep6a. Ompenennure TIaBHOTO OTBETCTBEHHOTO 32 KaXKAbIH BUJ
HapyIICHNUS.
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e Pazpaborka mmana pearupoBaHusa: Ha ocHOBe aHanmm3a W KiIacCU(pUKAIMHM HapyIICHUH,
paspaboTaiiTe TIaH pearupoBaHUs, BKIIOYAIOIINN OCHOBHBIE IIard W MPOIECCH], KOTOPHIE
HEO0OXOJIMMO BBITIOJTHUTH B CITydae HApPYIICHUS OC30MAaCHOCTU. YCTAaHOBUTE IICJICBBIC CPOKH
JUISL KQXJIOTO IIara W OMPEJCIUTE OTBETCTBEHHOCTh. BKIIOUNTE Mephl MPEAOTBpPAIICHUS U
MepBI ISl YCTPaHEHUS TOCIECTBII HapYIICHHUS.

o TecrupoBanue miuana: [IpoBeaute TecTUpoBaHUE Pa3pabOTAaHHOTO IUIAHA PEardpOBaHUS C
MOMOIIBI0 CHUMYJIAIIMHA M PoJieBbIX urp. OneHute 3PQPEKTUBHOCTh IUIAHA M MPOU3BEIUTE
HE00XOMMBIE KOPPEKTHPOBKH.

o [IpencraBnenue pe3ynbraToB: Co3naiiTe JOKYMEHT WIN MPE3CHTAIIHIO, B KOTOPBIX TOAPOOHO
W3JIOKHTE pa3pabOTaHHBIA IUTAH pearnpoBaHus Ha HapylleHue WH()OPMaIMOHHOM
6e3omacHocT. OOBSCHUTE OCHOBHBIE IIATH W IPOIECCH], a TaKKe€ PEKOMEHIyEeMbIe MEpHI
npenorBpanicaus. OOCYIUTEe IUIAH C KJIIOUEBBIMH 3aUHTCPECOBAHHBIMH CTOPOHAMH U
MOJIYYUTE UX OT3HIB.

Tunosbie BONPOCHI K 3a4eTy:

Uro Ttakoe nHGOpMaIOHHAs: 0€30ITACHOCTh U KaKUe OCHOBHBIE MTPUHIHITEI €€ 00ecTieueH s ?

Kaxue ocHOBHEIE yTp0o3bl HHPOPMAITMOHHON 06€30MaCHOCTH CYIIECTBYIOT?

Uro Takoe ysa3BHMOCTH HH()OPMAIIMOHHBIX CUCTEM M KaK WX KIaCCUPHUINPOBATH?

Uro Takoe pruck MHGOpMaAIMOHHONH 6€30NMaCHOCTH U KaK OLEHUBATh PUCKH?

Kakue 3tansl BKItoyaeT npouecc ynpasieHUs pUCKaMH B HH(POPMaOHHOH 6e30macHoCcTr?

Kakue mepsl no 3amute nH(GOpMayU MOXKXHO HCIONIB30BaTh U1l CHHKEHUS] PUCKOB?

Uro Takoe moiuTHuKa HHPOPMALMOHHON 0€30MacHOCTH U KakK ee pa3padaThiBaTh?

Kakne ocHOBHBIE IPUHLIMIIBI M METOABI KPUITOrpaduK UCIONB3YIOTCS ISl 3aIUThl MHGOpMauuu?
Uro Takoe ayTeHTU(HUKAINS U KaKUe BUIBI ayTeHTU(UKALMN CYIIECTBYIOT?

Kakue MeToibl 3aiuThl ”HPOPMAIIMK OT CETEBBIX aTaK U KHOEPYTpo3 CYIIECTBYIOT?

Uro Takoe mepuMeTp OE30MacHOCTH H KaK ero 00eCTIeYnTh?

Kaxue mepsl o obecrieuennto puzndeckoi 6€30macHOCTH HH(OPMAITHOHHBIX CHCTEM HUCIIONB3YIOTCS?
Uro Takoe MOHUTOPUHT U ayJUT HHPOPMALIHOHHON 0€3011aCHOCTH U KaK UX IIPOBOJUTH?

Kakne ocHOBHbBIE 3Tallbl BKIIOYAET MPOLECC IJIAHUPOBAHHS M BOCCTAHOBICHHS ITOCIIE WHIIMJCHTOB
nH(GOPMAITMOHHOM Oe30macHoCTH?

Kakne MeToapl 1 HHCTPYMEHTBI UCTIONIB3YIOTCA [T 00yUeHHMs [IEpCOHaNa B 00J1acTi HHPOPMAaIMOHHON
6e3onacHocTH?

Uro Takoe coluanbHas MHKEHEPHs U Kak ee TpeloTBpaarh?

Kakune mepsl o0ecrieunBaroT KOHQUISHINAIBHOCTh HHPOpMALUH?

Kakue Mepnl 00ecieunBaroT 11eJI0OCTHOCT HH(GOpMAIUu?

Kakue Mepsl 00ecieunBaroT JOCTYITHOCTh HHPOpMAIIHN?

Uro Takoe 3amuTa OT HECAHKIIMOHUPOBAHHOTO IOCTYTIA U KaK €€ Pean30BaTh?

Kakne HOpMaTHBHO-IIPaBOBBIE AKThI PETYIUPYIOT HH(POPMALMOHHYIO 0€30MaCHOCTh?

Uro Takoe creranorpadus 1 Kak OHa MPUMEHSIETCS JIJIsl CKPBITON Tiepeadn nHpopManuu?

Kakne ocHOBHBIE TpeOOBaHMSA MNPENBSIBISAIOTCS K CHCTEMaM yIpaBieHHs HH()OPMaMOHHOM
0e30macHOCThI0?

Kakwue metopl U cpe/icTBa 3aIU Tl HHQOPMAIIMK PUMEHSIOTCS B CHCTEMAX XpaHEHHUS TaHHBIX ?

Uro Takoe AMCKPEIMOHHBIN U MaHIATHBIA KOHTPOJIb JOCTYyIa K HH(OpMaIuu?

Kakune mepbl 0€30macHOCTH NPUMEHSIOTCS B CETSIX MepeJadu JaHHbIX ?

Uro Takoe Oekarn U Kak ero IpoBOIUTH?

Kakwne merons! mmdpoBanus HHGOpMAIHK CYIIECTBYIOT M KaK BBIOPATH MOJIXOISAIINNA METOT?

Kakne mMeToapl 1 HHCTPYMEHTBI HCHIONB3YIOTCS AJ1s1 OOHApY>KEHHUS M MPEAOTBPAILEHUs] BTOPXKEHHH B
WHPOPMALUOHHYIO CHCTEMY?

Kakwne ocobennoctu 6e3onacHocTr cereit Wi-Fi MOXKHO BBIICIHTE M KaK UX 00eCIeunTh?

Uro Takoe BpeJOHOCHOE MPOrpaMMHOE 00ECTIEUEHUE U KaK ero OOHAPYXHUTh U yIAIUTH?
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Kakpe OCHOBHBIE 3Tambl BKIIOYAET MPOLECC pPEardpoBaHMs Ha HHIMIACHTH HH(OPMALMOHHON
6e3onacHocTH?

Kakune metons! ucciaeqoBanusi KOMIBIOTEPHBIX MPECTYIUICHUH CYLIECTBYIOT?

Yro Takoe HITUYECKHUI XaKHHT U KaK er0 IPUMEHSTH JUISl TIOBBIMICHNS 0€30MacHOCTH?

Kakune HHCTpYMEHTBI B METO/IBI HCTIOJIB3YIOTCS ISl TPOBEACHUS aHAIN3a PUCKOB B MH(OPMAITHOHHON
6e3onacHocTH?

Uto Takoe hu3MIecKuii aHaIn3 0€30MaCHOCTH U KaK €ro IPOBOINTH?

Kakne TpeOoBaHMS TPEeObsABIAIOTCS K OOpaOOTKE IEPCOHANBHBIX JaHHBIX C TOYKH 3PEHHS
WHPOPMALMOHHON 0€30MmacHOCTH?

Uro Takoe mporpaMMHpOBaHHUE C YIeTOM 0€30IaCHOCTH U KaK €ro OCYIECTBISTH?

Kaxue ocoGeHHOCTH 0€30ITaCHOCTH UMEIOT MOOMIIFHBIE YCTPONHCTBA M KaK MX 3aIIUTUTH?

Kakue TpeboBanus npenbBISIOTCS K 0€30MAaCHOCTH 3JIEKTPOHHOH MOYTHI M KaK ee 00eCeuuTh?

Uro Takoe CHUCTeMBbl YNpPaBICHWUS W KOHTPOJS JOCTYIOM M Kak HX 3aAeldCTBOBaThH IS
nH(pOpMaITHOHHON Oe30macHOCTH?

Kakue MeTopI connanbHOM HHKSHEPUH HCIONIB3YIOTCS IS aTaK Ha MH()OPMAIIMOHHBIE CHCTEMBI U KaK
WX MIpeoTBpaIlaTh?

Kakwue sransl BKIIOYaeT npoliecc aHanu3a ysI3BUMOCcTeld HHQOPMAIIMOHHBIX CUCTEM?

Yo Takoe 3amuta oT DDoS-atak u Kakue METOAbl IPUMEHSIOTCS ISl 3aIUThI?

Kakue TpeOoBaHMs NPEABABISIFOTCS K 0€30IaCHOCTH Web-TIPUIOKEHHH U KaK UX 00eCIIeYTh?

Kakwne mepsl 6e30macHOCTH MOYKHO IPUMEHHUTD Ha dTare pa3paboTKu NPorpaMMHOTo obecriedeHus?
Uro Takoe MHIHIEHT HH)OPMAITMOHHON 0€30IMaCHOCTH M KaK UM pearupoBath?

Kakue TpeGoBaHMS MPEIbABIAIOTCS K 0S30MAaCHOCTH B ONEPAIIMOHHBIX CHCTEMaX W KaKUX METOJO0B
oOecriedeHus1 6€30MacCHOCTH MCIIONB30BaATh?



