[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagenbue:

®WNO: Kocenok Cepreit Muxaitnosuy

[lomkHOCTb: pek
flara nommaHMTg@mgeoﬁgmnne JJIS THATHOCTUYECKOI0 TECTHPOBAHUA IO TUCIHHUIINHE:
Yuukanshbii nporpavvél prEAITOrpaduueckie MeToAbI 3AIUTHI HH(POPMALMH» D ceMecTp
e3a68f3eaale62674b54f4998099d3d6bfdcf836

Koa, HanpaBneHue

NoAroTOBKM 09.03.02
HNudopMaunoHHbIe CHCTEMBbI U TEXHOJIOTHH

HanpasneHHOCTb

(npodunb) be3onacHocTh HHOOPMAIIMOHHBIX CUCTEM U TEXHOJOTHIA
®opma obyyeHua OuHas

Kadenpa-paspaboTtumk NupopMaTHKX U BEIYUCITUTEIFHON TEXHUKH

BbinycKatowas Kadpeapa NHpopMaTHKX U BEIYUCITUTEIPHOW TEXHUKH




Tun

KpUNTOTpapuuecKux
X31I-(QYHKIUSAX SABIISETCS
BEPHBIM?

mm@poBaHus COOOIEHUI

b) Xom-pyHkuuu aBisoTcs
OJTHOHAIPABJICHHBIMH

¢) XomI-() yHKIMH TTO3BOJISIFOT BBITIOJIHATH
mQpoBaHue ¢ UCTIOIB30BAHUEM OTKPBITOTO
KJIF04Ya

d) Xsm-(yHKIIUN UCTIONB3YIOTCS TOIBKO IS
ayTeHTU(UKALUY NOJIb30BaTeNen

Ne 3aganue BapuanTbl oTBEeTOB CJI0KHOCTH
BOIpoOCa
1 Kakas u3 crnenyromux a) 3alMTa KOH(PUICHINAIbHOCTH HU3KHI
3agad HE pemraercs ¢ b) 3amuTa 11eI0CTHOCTH
MTOMOLIBIO C) 3aIlluTa JOCTYITHOCTH
KpunTorpaguueckux d) ayrenTudukanus
METOIOB?
2 Kaxkon anropurm a) Marma HHU3KHUI
mrdpoBaHus ObLT b) RSA
pa3paboTaH ¢ IEIbI0 c) AES
3aMEHUTH YCTApEBIINI d) Blowfish
anroputM DES?
3 Uro Takoe araka ¢ a) [ToneiTka B31O0MA TIH(pa C HU3KHH
MTOMOIIBIO COLIMATILHOM MCIIOJIb30BaHUEM COLIMATIBHBIX ceTel
WHXXeHepuu? b) [TonbiTKa B31OMa mH(Dpa MyTEM MOIKyTIa
WM MaHUITYTUPOBAHUS JTIOAbMH, UMEIOIIUMU
JIOCTYM K 3aIMIaeMoi nH(OpMaLuu
¢) [lompiTKa B311OMa mmmdpa myrem 0OpaTHOTO
WHXCHUPUHTA IPOrPAMMHOTO O0eCTieueHus
d) [TonpiTka B3OMa mU(pa MyTeM repexBaTa
Y aHaJlM3a nepeiapaeMoil nHpopmaruu
4 UYro takoe ataka rpyooi | a) [lombiTka B3ioma mudpa myrem HHU3KHH
CHUTBI? CHCTEMaTHYECKON TIPOBEPKH BCEX
BO3MOYKHBIX KITFOUEH
b) [TonbiTKa B31OMa mKdpa myTem
MOIMEIIMBAaHMs BPETOHOCHOTO KOJ1a B
3amu@poBaHHOE COOOIICHUE
¢) [TonbiTKa B31OMa mMppa nmyreM nepexsara
Y aHaJIM3a nepeaaBaeMoil HHGopMaIu
d) TTombiTka B3710Ma MIK(pa MyTEM mepedopa
BCEX BO3MOKHBIX KOMOMHAITNI CHMBOJIOB
5 Uro Takoe a) llludpoBanue, mpu KOTOPOM UCTIOTB3YETCS HU3KHI
CHMMETPUYIHOE OJIMH M TOT K€ KITFOY JJIsl ITU(POBAHUS U
mmdpoBanue? nemuppoBaHUs
b) llIudposanue, npu KOTOPOM UCHOIB3YETCA
CUMMETPUYHBIN KIIIOU IS ITU(PPOBAHUS
¢) llIudpoBanue, npu KOTOPOM KITFOY
TeHEPHUPYETCsl C UCTIOIb30BAHUEM
CUMMETPUYHOTO MTPe0Opa30oBaHUs
d) AGcomtoTHO cTolikoe mudpoBaHue
6 Kakoe yrBepxnenue o a) X3o1I-(pyHKIIUU UCHIOJIB3YIOTCS TOJBKO ISt cpeIHui




Tun

3aganue BapuanTbl oTBEeTOB CJI0KHOCTH
BOIpoOCa
7 Ha uem ocHoBaHa a) nepeaaya 3amiMppoBaHHOIO KIr0ya cpenHmii
CTOHMKOCTb aJIFOpUTMa b) dbakropuzaus
RSA? C) IUCKPETHOE JorapuMUpOBaHNE
d) ayrentudukanus
8 Ha uem ocHoBaHa a) nepeaaya 3amiMppoBaHHOIO KIr0yYa cpenHmii
CTOHMKOCTb JIFOpUTMa b) dhakropuzaus
Hudbdu-Xennamana? C) TUCKPETHOE JorapuMUpOBaHNE
d) ayrentudukanus
9 Kakoe yrBepxnenue o0 | a) CyiecTByeT eJMHCTBEHHbIN CTOMKUN cpeIHui
aOCOJIIOTHOM CTOMKOCTH | mudp
mppoBaHus BEpHO? b) AGcomoTHAs CTOMKOCTh HEIOCTHKUMA
¢) Anroput™ Dib-I"amans npenocrasiser
aOCOJIIOTHYIO CTOMKOCTD
d) Anroputm DES npenocraBuser
aOCOJIIOTHYIO CTOMKOCTD
10 | Yto Ttakoe nudpoBas a) XoII-3HaueHue coo0IeHus CpeaHu
MOJIHUCH? b) CUMMeETpPUYHBINA KITFOY 15 A ()POBAHUS
COOOIIIEHU I
¢) UnctpymeHT ayTeHTHUKAITIH
d) ITyOGnuuHBIi KITI0Y IoJTyyaTess
11 | Ha ocHoBe Kakux a) CUMMETpUYHBIX CpeAHMH
U (POB CTPOATCA b) AcuMMeTpUYHBIX
TPEXATAIHbBIE ¢) OHOHANpaBIEHHBIX
ITPOTOKOJIBI? d) KoMMyTaTuBHBIX
12 | Kakas aTraka ocHOBaHa a) ATaka MET0JI0M rpy0oil CUJIbI CpeAHMH
Ha COIIOCTaBJICHUU b) JInHeHHbIN KpUNITOAHAIN3
cTaTUCTUK mudprekcta | ¢) AuddepeHunanbHblii KpUITOAHAIN3
U ecTeCTBeHHOro sA3bIka? | d) YacTOTHBIN KpUNTOAHATIN3
13 | Kakue onepammn a) CloXeHne 1 yMHOXKEHHE CpeAHNH
OIpeJIesIeHbl B KOJIbLIE? 0) CnoxxeHue u feIeHue
B) Brrunranue u yMHOKEHUE
r) Beluntanue u nenexue
14 | Yrto Takoe mpOTOKOJIBI a) [IpoTokosnbl, KOTOpbIE OOECTIEYNBaAIOT CpeAHMH
HYJIEBOT'O pasrilanieHus1? | aHOHUMHOCTb OTIIPABUTEIISI COOOIICHHUS
0) [IpoTOKOJIBI, KOTOPBIE TO3BOJISTIOT
CTOpPOHaM IIPOBEPUTH COBIAJECHNE HEKOTOPOU
uH(popmManuu 6e3 pacKpbITUS
B) [IpoTOKOIIBI, KOTOpPBIE TAPAHTUPYIOT, YTO
coo0IeHre He OBIJI0 U3MEHEHO B TIpoliecce
nepeaayn
r) [IpoTOKOITBI, KOTOPEIE 00ECTICYNBAIOT
3alllUTy OT aTaK THMa "4ejoBeK nocepeauye”
15 | lns yero npenHasHaueH | a) s mm@poBaHust COOOLIEHUH C cpeaHui

anroput™ Jnb-I'amans B
kpurnrorpaduu?

UCIIOJIb30BAHUEM CUMMETPHYHOTO KITFOYa
0) st co3manus upOBBIX MOAMKUCEH U
IPOTOKOJIOB ayTEHTU(UKAIIH




Tun

Ne 3aganue BapuanTbl oTBEeTOB CJI0KHOCTH
BOIpoOCa
B) JJis reHeparu Ciry4aiiHbIX YUCEI B
KPUNTOTpagUUECKUX CHCTEMax
r) [l oOHapyKeHHs ¥ UCTIPABJICHHSI OLTHOOK
B IIEPEIaBAEMBIX JTAHHBIX
16 | Kakoii anroputm a) DES BBICOKHIi
mudpoBaHus b) RSA
HCIIONTB3YETCS B c) AES
npotokosne HTTPS? d) Onp-T'amans
17 | Yro Takoe a) XsUI-3HaueHue coO0eHus BBICOKHI1
Kpunrorpaduieckas b) Ciyuaiinas cTpoka
coJip? ¢) [lyOonuuHbIil K104 noxydaresns
d) CekpeTHblii Kit04 A5 KUPpoBaHUST
coo01eHn
18 | Kak Ha3biBaeTcs rpymma, | a) AGeneBa rpymmna BBICOKHIi
BCE 3JIEMEHTHI KOTOPOM 6) Konbrio
KOMMYTHPYIOT? B) [lone
r) MoHouz
19 | IIpu kakoM ycioBUU a) JUIMHA OTKPBITOrO TEKCTA HE MPEBbIILIACT BBICOKHIA
raMMUpOBaHHE OyaeT TaMMBI
a0COJIIOTHO CTOMKUM 0) ramma OyJeT COBEPIIEHHO CITy4aifHbIM
mudpom? HabOpPOM CUMBOJIOB
B) IPOTUBHUK He OYyAET 3HATh KJIFOYa
I') FAaMMHPOBaHUE HE MOXKET OBITH a0COIIOTHO
CTOMKUM HM IIPU KaKUX 00CTOATENbCTBAX
20 | KakoBO KOJIMYECTBO a) 10 paynnos BBICOKHIA

payHI0B
npeoOpa3oBaHuil B
anroputme Ky3neunk?

b) 12 paynnos
¢) 14 paynmaoB
d) 16 paynnoB




