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1. IIEJIM OCBOEHUM A TUCHUTIJIMHBI

1.1| @opmupoBanue 3HaHUI 00 OCHOBHBIX IOJIOKEHUSIX TEOPUH U MIPAKTUKHU MHGOPMAIIMOHHOHN 0€30II1aCHOCTH; YMEHUH
IIPUMEHATH COBPEMEHHBIE METOIBI M CPEACTBA 3AIUTH HH(OPMAIHN B BEIYUCIUTETBHBIX CHCTEMAaX U CETSAX; HOHNMaHHe
HPUHIUIOB KPUNTOrpadHK U €€ POIH B 3alUTe HHYOPMALIUH; H3yYE€HHE OCHOBHBIX QJITOPUTMOB M IPOTOKOJIOB
KpunTorpaduy; OBjlaAeHUE HaBbIKAMU BbIOOpPA U IPUMEHEHUS NOAXOAAMINX KPUNTOrpaQUUIecKUX METOJOB B Pa3INUHbIX
cLeHapHsx; GOpMUPOBAHUE CIOCOOHOCTH aHAIU3UPOBATH YA3BUMOCTH U IIOTEHIMATbHBIC aTaKK HA KPUNTOTpaduiecKue
CHCTEMBI; OCBOCHHE METOIOB IIPOBEPKH M ayJUTa KPUITOTpahuueckoil 6e30MacHOCTH; HIOHUMAaHHE ITHIECKIX,
IOPUIUIECKHX M COITHANIBHBIX ACTIEKTOB NIPUMEHEHHS KPUNTOrpadyu y CTYA€HTOB IPO(UIIs MOATOTOBKH — be3omnacHOCTh
MH(OOPMAMOHHBIX CHCTEM U TEXHOJIOTHH.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OOII

Huxn (pazgen) OOIL: b1.B.01

2.1/ TpeGoBanusi K mpeIBapUTEIbHOM MOATOTOBKE 00y4YalolIerocs:

2.1.1{Cetu 5BM

2.1.2| Teopus uHGOPMAIIMOHHBIX MPOIIECCOB U CUCTEM

2.1.3|Nndopmaruka

2.1.4|Cetu DBM

2.1.5| Teopust nHOOPMALIMOHHBIX MTPOIIECCOB U CUCTEM

2.1.6|Mudopmarnka

2.2| JMCcUMILIMHBI U IPAKTUKH, JUIS1 KOTOPLIX OCBOCHUE IAHHON JUCHUIIIMHBI (MOLYJIs]) HEO0XO0IMMO KAK
npejecTByOLIee:

2.2.1|be3onacHocTh HHPOPMALIMOHHBIX CHCTEM

2.2.2| Vupasnenne nHGpOPMaLMOHHOH 0€30MaCHOCTHIO

2.2.3|UudopmarronHas 6e30nacHOCTb U 3anTa HHQOPMaIU

2.2.4|be3omnacHocTh 0a3 JaHHBIX

2.2.5| Ynpasnenne nHOOPMAMOHHOH 0€30IIaCHOCTHIO

2.2.6| Unadopmanmonnas 6€30MacHOCTb U 3aIIuTa HHGOPMALHN

2.2.7| be3onacHOCTh HHPOPMAIIMOHHBIX CHCTEM

2.2.8|be3omnacHocTh 6a3 JaHHBIX

3. KOMIIETEHL[MM OBYYAIOLIETOCSl, §OPMHPYEMBIE B PE3YJIbTATE OCBOEHU S JUCMILIAHBI
(MOJLY.JIST)

IIK-1.1: /IleMoHCTPUpYET 3HAHUSI OCHOBHBIX METO/I0B, MO/Iejieil M aJITOPUTMOB HCCJIeOBAHNS HH(POPMANMOHHBIX CUCTEM U
TEXHOJIOTHHd.

IIK-1.2: OcymecTBiaser BbIOOP METOA0B, MO/ eJIel Hccae10Banusl HHPOPMAIMOHHBIX CHCTEM

IIK-1.3: Biageer TeXHOIOTUSIMU HCCJIEI0BAHUS U MOJETHPOBAHUS HH(POPMALMOHHBIX CHCTEM

MIK-4.1: lemoHcTpUpYeET 3HAHUS METOA0B H TEXHOJIOTHIi o0ecrieueHust GyHKIHMOHUPOBAHUS 023 JaHHBIX

IK-4.2: PazpadaTbiBaeT aJropuTMbI PeA0TBPAIIEHUE MOTEPH U MOBPEXKIEHUH TaHHBIX

IIK-4.3: OdecnieynBaeT MHPOPMALUOHHYIO 6€30MIACHOCTH




MK-17.1: lemoHcTpUpYyeT 3HAHUS METOI0B OPraHU3alMU Pa3padoTKH, BHEAPEHHUSsI, H CONPOBOKAeHH HH(OPMALMOHH O

CHCTeMBI C y4eTOoM TpeGoBaHue HHPOPMALMOHHOI 0e30nacHOCTH

TIK-17.2: [IpuMeHsieT HA MPAKTHKe MeTOAbI OPraHN3auuu pa3padoTKu, BHeAPEHUsl, U CONPOBOKAeHHUS HH(POPMALMOHHOI

CHCTEMBI C y4eToM TpeboBaHue HHGOPMaMOHHOIT 0e30macHOCTH

IIK-17.3: BeinoJiHsieT pa3padoTKy, BHeJPeHHe, U CONMPOBO:KAeHNe HHPOPMALMOHHOI CHCTEMBbI C y4eTOM TpeGoBaHue

HH(OPMALMOHHOI 0e30MaCHOCTH

B pe3yjbTaTre OCBOCHUS TUCHMIIJIMHBI 06yllaloumﬁcsl JOJIXKECH

3.1

3HaTh:

3.1.1

OCHOBHBIE MPUHIHIIBI HHPOPMAIIMOHHOH 6e30nacHocTH. OCHOBHBIE TPUHLIUIIBI KPUITOTPa(UH, aITOPUTMBI U TPOTOKOJIBL.
MaremaTH4ecKie OCHOBBI KPUITOIpahUUIeCKHX anropuTMOB. Y I3BUMOCTH U aTaKH Ha KPUITOTPAaQUIECKUE CHCTEMBI.
MesxayHapoJHbIe HOPMBI U CTaHaPThl KPUIITOT padHH.

3.2

YMerh:

3.2.1

ITprMerATH KpUnTorpadIIecKre aIrOPUTMBI U IIPOTOKOIIBI JUTS 3aITUTH HH(POPMAIIUH B COOTBETCTBUH C TOTPEOHOCTAMH 1
OrpaHUYEHUAMH. AHAIU3UPOBATh U OLICHUBATh KPUNTOrpahuuecKyto 6€30IacHOCTh CUCTEM. AHAIN3UPOBATh AITUUECKHUE,
IOPUIIYECKHE U COL[HAIBHEIC aCTICKTHI IIPUMEHEHHs] KPUITOrpaduH.

33

Baanern:

33.1

HasblxaMu pa3paObOTKU U pealu3alud KpUNTOorpaguyecKiux NPOTOKOJIOB U CUCTEM; OLIEHKH YPOBHS 3alUTH HUH()OPMALMU U
HEOOXO0ANMOCTH KpUNTOrpadmIecKux Mep 0€30IMacHOCTH; HAYIHBIX HCCIIEIOBaHUN U Pa3pabOTOK B 00JIaCTH KpunTorpapun
U 3aLIUTHl UHGOPMALUYL.

4. CTPYKTYPA U COJAEP KAHUE JUCHUITJIMHBI (MOY JIS)

Kon HaumenoBanue pazgesio u TeMm /Bua | Cemectp/ | YacoB | Komneren- | Jluteparypa IIpumeuanue
3aHATHA 3aHsSITHS/ Kypc MU

Pa3nen 1. Benenne B kxpuntunpaduio

1.1 HUcropus kpunrorpapun. CTOHKOCTh 5 10 TIK-1.1 TIK- [JI1.1J11.2 J11.3
peoOpa3oBaHuil. Y3BUMOCTH U 1.2TIK-1.3 J1.4J12.1
kpunToananus. /Jlex/ JI2.2J13.1 J13.2

D192

1.2 YacToTHBIH KpunToaHaius. MeTos 5 4 TIK-1.1 TIK- [ JI1.1 J11.2J12.1

Kacucxku. /JIa6/ 1.2TIK-1.3 | JI2.2J13.1 J13.2
2132

1.3 Hcropus kpuntorpaduu. CTokocTh 5 8 IK-1.1 TIK- | JI1.2J12.1J13.2
npeoOpa3oBaHuil. YI3BUMOCTH U 1.2TIK-1.3 2192
kpuntoananus. /Cp/
Pazgen 2. MatemaTn4yecKkue 0CHOBBI
KpunTorpaguu

2.1 OcHOBBI TeOpUH ducel. MogynbHas 5 8 IK-1.2 TIK- | JI1.2J12.1J13.2
apudmeTrka. OCHOBBI TEOPHUH IPYIIII, 1.3 2132
kosient ¥ noneit. /Jlex/

22 Jluneiinble npeoOpa3oBaHusl U MATPHLIBL. 5 6 IK-1.2 TIK- | JI1.2J12.1J13.2
Anrebpanyeckas Mmosienb mudpa. /J1ad/ 1.3 2192

23 OcHOBBI TeOpuu uuces. MoaysbHas 5 8 TMK-1.2 TIK- | JI1.2J12.1J13.2
apudmeTrka. OCHOBBI TEOPHHU IPYIIL, 1.3 0192
kouter] 1 nosei. /Cp/
Pazgen 3. IIporoxosst




3.1 Acnmmerprunoe mmdpoBanue. [OCTwr 8 IMK-4.1 TIK- | JI1.2J12.1J13.2
cumMeTrprudoro mmdposanus. DES u 4.2 T1K-4.3 D132
AES. /Jlex/ IK-17.1 TIK

-17.2 TIK-
17.3

32 [TpoTokosbl TeHepaluy CEaHCOBBIX 10 TIK-4.1 TIK- | JI1.2J12.1J13.2
Kimrouei. Pasnenenue cekpera. Cxema 4.2 [1K-4.3 21032
brnoma. Cerun ®etictens u SP-cetn. [K-17.1TIK
Xommposanue u DI, /J1ab/ -17.2 TIK-

17.3

33 Acummerpuunoe 1mmdposanre. [OCTor 8 ITK-4.1 IIK- | JI1.2J12.1J13.2
cummerpuyHoro nmudposanus.DES u 4.2TIK-4.3 21922
AES. /Cp/ IK-17.1 TIK

-17.2 TIK-
17.3
Pa3nen 4. Ayrentudpuxamus

4.1 [IpoTokoisr GezomacHOrO 0OMEHa 6 MK-17.1 TIK| JI1.2J12.1J13.2
uHdopmanueit (SSL/TLS, SSH). -17.2 TIK- 2132
[IpoTokoisl ayrenTrdukanuu (Kerberos, 17.3
OAuth, OpenlD). ITpoTOKOJIBI 3aIIUTEI
untepuera Bemieit (IoT). /Jlex/

4.2 [TpoTokoikr Ge3omacHOro oOMeHa 8 MK-17.1 TIK| JI1.2J12.1J13.2
uHdopmanueit (SSL/TLS, SSH). -17.2 TIK- 2132
[IpoTokoisl ayrenTrdukanuu (Kerberos, 17.3
OAuth, OpenlD). ITpoTOKOJIBI 3aIIUTEI
untepHera Beued (IoT). /Cp/

Paznen 5. PaGora Hag npoekTomM

5.1 CamocTosTeabHast paboTa HaJ IPOSKTOM 12 | TIK-17.1 TIK| JI1.2J12.1J13.2

/J1a6/ -17.2 TIK- 2132
17.3
52 CamocTosTenbHas paboTa HaJ IIPOSKTOM 12 | IK-17.1 TIK| JI1.2J12.1J13.2
/Cp/ -17.2 TIK- 2192
17.3
Paznen 6. 3auer
6.1 3auer /3auét/ 0 TIK-1.1 TIK- | JI1.2J12.1J13.2
1.2TIK-1.3 2132
TIK-4.1 TIK-
4.2 TIK-4.3
MK-17.1 TIK
-17.2 TIK-
17.3

5. OHEHOYHBIE CPEJICTBA

5.1. OneHoYHbIE MaTepHuaJbl VI TEKYyIIEero KOHTPOJIsI U l'lpOMe)RyTO‘IHOﬁ aTrreCTaluun

Hpe,I[CTaBII €HbI OTACIIBHBIM JOKYMCHTOM

5.2. OueHo4YHbIe MATEPHAJBI VISl TMATHOCTHYECKOT0 TeCTUPOBAHMSA

HpeHCTaBHeHBI OTACJIbHBIM JOKYMEHTOM

6. YHEBHO-METOAUYECKOE H THOOPMAIIMOHHOE OBECIIEYEHUE JTUCIUILJIMHBI (MOAYJIS)

6.1. Pexomenayemasi iuteparypa

6.1.1. OcHoBHas1 IMTEpaTypa

ABTOpBI, COCTAaBHTEITH 3arnaBue W3znarensctBo, roa | Komwu-Bo
JI1.1 |Bapanosa E.K., babam |MudopmanronHas 6€301macHOCTD U 3alUTa HH()OPMAIIHH: Mocksa: 1
A.B. VYuebHoe nocodue Uznarenbckuit
Llentp PUO[

2019, anexTpoHHBIN
pecypce




ABTOpBI, COCTaBUTENHN 3arnaBue WznarensctBo, rog | Komuu-Bo
JI1.2  |Knumenko M.C. Nudopmanmonnas 6€30macHOCTb U 3aIUTa HHHOPMAIHIH: Mocksa: OO0 1
MOZIEJIH ¥ METOIbI yIpaBieHus: MoHorpadus "Hay4no-
M3JaTENbCKUI HEHTP
UH®DPA-M", 2020,
JJIEKTPOHHBIH
pecype
JI1.3  |Munsos A. C., MudpopmannonHas 6€30MacHOCTb U 3aIIUTa HHPOPMALIUH: yOHa: 1
BobbieBa C. B., MIPaKTUKYM T'ocynapcTBeHHBIN
OcunosIl. A., ITonos YHHUBEPCHUTET
A. A. «JIy6nax, 2020,
3JIEKTPOHHBII
pecypc
JI1.4  |Anexnepos U. /1., Hudopmanuonnas 6e301acHOCTb U 3alllUTa HHPOpMALUK B Pocros-na-/lony: 1
Xpawmos B. B., U(PPOBOI SIKOHOMHUKE JIEMEHThI TCOPUH U TecToBbIe 3ananus: |MYbull, 2020,
TopbaueBa A. A., y4eOHoe nocobue AJIEKTPOHHBIH
®ommues /I. C. pecypc
6.1.2. lonoiHUTeILHAS JIUTEPATYPA
ABTOpBI, COCTaBUTEIH 3arnaBue WznarensctBo, rog | Konnu-Bo
JI2.1 |Kyk AIL, KXyk EIl.  |3ammra uadopmanmu: YaebHoe mocobue Mockaa: 1
Wznarensckuit
Hentp PI/IOQOZ 1,
3IEKTPOHHBIN
pecypce
JI2.2  |Kpamapos C.O., Kpunrorpaduueckas 3amura napopmanuu: YueoHoe nocoore |Mocksa: 1
Tumenko E.H. W3natensckuii
Ientp PUO[2021,
3JIEKTPOHHBII
pecype
6.1.3. MeTtoauueckue pa3padoTku
ABTOpBI, COCTaBUTENN 3arnaBue WznarensctBo, rog | Komnu-Bo
JI3.1 |3enxoB A. B. MudpopmannonHas 6€30MacHOCTb U 3aIIUTa HHPOPMALIUH: Mockga: FOpaiir, 1
VY4edHoe mocobue s By30B 2021, aeKTpOHHBII
pecype
JI3.2 |CremanoBaE. A., IIporpammMHo-anmapaTHele cpecTBa IPOTUBOACHCTBUS Owmck: OMI'VIIC, 1
Emmzapos A. A, TEXHIYECKUM Pa3BeAKaM Ha )KeJe3HOAOpOKHOM TpaHcopTe: 2020, s1eKTpoHHBIH
[Hunep A. B. y4eOHO-METOAMYECKOE TOCOOHE K BHITIOIHEHHIO JIA00OPATOPHBIX | pecype
pabot
6.2. [lepeyens pecypcoB HH(POPMALUOHHO-TEJIEKOMMYHUKAMOHHOIi ceTu ""UnTepHeT"
31  |«SecurityLaby»
32  |«Enigma Simulator»

6.3.1 [lepeyeHb MPOrpaMMHOI0 0O0ecedeHUsI

6.3.1.]| Onepanonnas cucrema Windows, [TakeT mporpamm Microsoft Office 6ecpouno

6.3.2 Ilepeyenb HHGOPMALMOHHBIX CIIPABOYHBIX CHCTEM

6.3.2.]| CIIC «KoncynprantlLirocy, CIIC «I"apanT»

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCIUIIJIMHbBI (MOYJIs)

7.1

00opyIoBaHUEM.

I[J'[f[ MPOBCACHUS JICKITUOHHBIX 3aHATU] HeOﬁXOZlI/IMa ayIuTopus, OCHallICHHass KOMIIbIOTEPOM U MyJ'lePlMeL[PIﬁHbIM

7.2

Internet.

Jnst mpoBeieHNs TaOOPATOPHBIX 3aHIATUIH HEOOXOJMM KOMITBIOTEPHBIN K1acC, 000pyIOBAaHHBIN TEXHUKOW M3 pacueTa OUH
KOMIIBIOTEP Ha OJTHOTO 00YyYaroIIerocs, ¢ 00yCTPOCHHBIM pab04YMM MECTOM TpernoaaBaTens. TpeOyrTcs nepcoHaIbHbIC
KOMITBIOTEPHI ¢ porpaMMHbIM  obecrieueHreM MS OFFICE, nmakeT mpuKIaaHBIX TPOTPaMM JUTsl CTATHCTHYIECKOTO aHaIn3a
nmaHHbIX SPSS mm Statistica (Bepcust He HUXe 8), JIOKaJIbHAsS BHIUUCIUTEIbHAS CETh C BHIXOJIOM B IJIO0ATBHYIO CETh




VII: b090302-bezonupCuct-23-3.plx



