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TEXHUKA

Nudopmatuka

N BBIYUCJIUTCIbHAsA

HanpasnennocTs (mpoduiinb)

I/ICKYCCTBGHHHﬁ HHTCJUICKT H 3KCIICPTHBIC CUCTCMbI

Brimyckatomias kadgeapa

uH(pOpMaIUK U YIIPaBIEHUS

dopma o0yueHUS 3a049Has

ABTOMAaTHU3UPOBAHHBIX CHCTEM 00paboTKH
Kadenpa pazpabotuunk

UH(pOPMAIIUY U YIPABJICHUS

ABTOMaTHU3WPOBAHHBIX CUCTEM 00paboTKn

Tunoevie 3a0anusn 013 KOHMPOJILHOU PAdOOmMBbL:

Ilpumepnvie eonpocwl 014 KORMPOIALHOU padombl:

OcHoBHbIE (paKTOPHI MOBBIIIEHUS YI3BUMOCTH HH(OPMALIUH.
[Tepeuncnuth pUCKH B TPOMBILLIEHHOCTH CBsi3aHHble ¢ UT.
AKTYaJIbHOCTH 3aIIMTHI HH(POPMAIINH, CBA3aHHON C COCTABOM U ()YHKIIMOHATbHBIMU

1. AkTyanpHOCTB MPOOIIEMBI 3aLIUTHI HH(OPMAIIHH.
2.
3.
4.
BO3MOKHOCTsIMU coBpeMeHHbIX UT.
5. OcHoBHbIE NOHATHS HH(POPMALIMOHHOMN 0€30MaCHOCTH.
6.

MMPOTCKAIOIUMHU B HUX.

VA3BUMOCTH BEIYHCIUTENHLHBIX CHUCTEM, CBA3aHHBIC C (1)PI31/I‘~IGCKI/IMI/I mnmpoucccamu,

7. Ya3BUMOCTH WH(GOPMAIIMOHHBIX ¥ BRIYACIUTEIBHBIX CHCTEM, CBS3aHHBIC C CIIEIU(UKOM
peanu3aly MaTeMaTHYeCKUX U JIOTHYECKUX BBIYHCICHUH.
8. Hudopmarmonnsie pecypcsl cOopa nHGopMaIuu 00 yI3BUMOCTSIX U pUCKaX
UH(POPMALIMOHHBIX M BBIYUCIUTEIBHBIX CUCTEM.
9. Tlepeunciure OCHOBHBIC 3aKOHBI PD cBsi3aHHBIC ¢ HHPOPMAITMOHHON 0€30IaCHOCTBIO.

10.
11.
12.

3alUThl HHOPMALIKH.
13.

OcHosHble nonoxenus enepanpHoro 3akoHa Nel49.
Ocnonble nonoxxenns: denepanpHoro 3akona Nel52.
CriocoObl ¥ MOJXO0/1bI K TOMCKY OCHOBHBIX 3aKOHOJATENbHBIX akToB PD B 0bmactu

Hepe‘{I/ICHI/ITB PUCKHN BOBHUKHOBCHUA HpO6JICM 3alllUThI I/IH(I)OpMaI_[I/II/I npu

MPOEKTUPOBAHUHU U Pa3pabOTKe NHYOPMALIMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM.

14.

[Tpo6aemsl cOopa, 00pabOTKH U MpeACTaBICHUs HHPOPMAIIUHU C YIETOM COBPEMEHHBIX

TpeOoBaHUI HHPOPMAIIMOHHOM 0€30aCHOCTH Ha BCEX YPOBHSIX KU3HEHHOTO LIUKJIA.

15.

JIOKAJIBHBIX CCTAX Hepeglatm JaHHBIX.
16. ITonmuTuku 6e30MacHOCTH.

Cucremnl 3aIl0UTHI OT HCCAHKITUOHUPOBAHHOT'O JOCTYIIAa B OIICPALIMOHHBIX CUCTEMAX U

17. Opranusanus CeKpeTHOro JeI0NPOU3BOCTBA U MEPONIPUSATHIL 110 3a1UTe HHPOPMALIUH.
18. [IporpaMMHO-TEXHHYECKHE METOJIBI M CPENICTBA 3aIIUTHl HHPOPMAITUH.




19. IIporpammHO-anmapaTHble METO/IbI U CPEACTBA OTPAHUYEHUS TOCTYNa K KOMIIOHEHTaM
KOMIIBIOTEPA.
20. MeTopI ¥ TOAXO0/IbI UCCIICIOBAHUS JJIs1 BBISIBJICHHUS PHCKOB.

Tunoevie memot 01 peghepamos (¢ n0020MOBKOI 00KIAOA U NPE3CHMAYUU):

1. AxtyanbHOCTH poO6eMbl 3amuThl HHPOopManuu. OCHOBHBIE (DaKTOPHI MOBBIIICHUS
ySI3BUMOCTH MH(pOpMaIK. PUCKY B IPOMBIIIIEHHOCTH.

2.  OcHoBHBIE IOHATHUS HH(DOPMAIIMOHHOH Oe30macHoCTU. Poccuiickoe 1 MexXIyHapOaHOE
3aKOHOAATEIbCTBO.

3. Poccuiickoe 3aKOHOIATENBCTBO MO 3AMIUTE MHOOPMAITHOHHBIX TEXHOIOTHH.
HopMmaTtuBHo-nipaBoBast HH(pOpMaIus.

4. Cucrembl 3alIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIA B ONIEPAIIMOHHBIX CUCTEMaX U
JIOKAJIbHBIX CETAX IMepelayu TaHHBIX.

Mertoab! 1 cpencTBa 3amuThl nHpopMmarmu B Internet.

[Tonutuku 6€30MacHOCTH.

Opranu3anys CeKpeTHOTO JIEIONPOU3BOICTBA U MEPOTIPUATHIA 1O 3alIUTE HH(POPMAITUH.
[IporpaMMHO-TeXHUYECKHE METO/IbI U CPEJICTBA 3aLIUTHl HH(OPMAIUH.
[IporpamMHO-anmapaTHbIE METOIBI M CPEJICTBA OTPAHUUCHHS JOCTYIA K KOMIIOHEHTaM
KOMIIBIOTEpA.

10. T'eneparus rnceBAOCITydaifHBIX MTOCIEI0BATEILHOCTEN YHCEN B CHCTEMaX 3allUThI
uHpopmanuu.

11. AmepuxaHckuii ctanaapt mudposanus qanHbix DES.

12. OreuectBennslii crangapt mudposanus qanubx (TOCT 28147-89).

13. Aunropurm mmdppoBanus Juddu-Xemmmana.

14. OpnonamnpaBieHHbIE XAII-(QYHKINH.

15. DnekrponHas nudpoBasi MOANKCH

16. [Ipumenenue QyHKIUN XeUTMPOBAHUS B UACHTU(DUKAIIMY U TIPOBEPKE MOUIMHHOCTH.
17. Anropurmsr MDS5, SSH.

18. OcHoBHBIE (HYHKIIUN MEXKCETEBBIX SKPAHOB JUIsl (PUIbTPALIMKA COOOIIECHUN U 3aIIUTHI
uH(pOpMaLUH.

19. 3ammra OT OT/IAJIOK U AU3acCCEMOIMPOBAHUS.

20. CriocoObI BCTpanBaHUS 3alMUTHBIX MEXaHU3MOB B TIPOrpaMMHOE 00eCIIeUCHHE.

21. Mertoabl nepexBaTa U HaBsI3bIBaHUS MH(OPMAIUH.

22. Merobl BHEAPEHUS MPOTPAMMHBIX 3aKJIA/IOK.

23. KomnbroTepHbIe BUPYCHI KAK OCOOBIHN KJIacC pa3pyIIalouX IPOrpaMMHBIX BO31EHCTBHMA.
24. 3ammra oT pa3pylIauX MPOrpaMMHBIX BO3/1EHCTBHMA.

25. Knaccugukamus cucTeM 3aliThl HOCUTENeH HHPOPMAaIIUH.

26. MeTtoabl U CpeCcTBa 3alIUThl HOCUTENEH HH(DOPMAIIH.

27. Buasl m”HPOpPMAaMOHHBIX pecypcoB. CIocoOb! 3aUTH HHPOPMAIIMOHHBIX PECYPCOB OT
HECAaHKIIMOHUPOBAHHOTO JOCTYIA.

28. CrnocoObl 3anuThl HHPOPMAITHOHHBIX PECYPCOB OT HECAHKIIMOHHUPOBAHHOTO JOCTYTIA.
29. OcHOBHBIE BUbI aTAaK Ha MMPOTOKOJIbI ayTeHTU(UKAIIUH.

30. Bompocs! 3amuThl aBTOPCKOTO TpaBa (MMYIIECTBEHHBIC M HEMMYIIIECTBEHHBIE TTPaBa).

©oNo O

Tunoewie 80RPOCHI KIK3AMEHY .

1. AKTyanbHOCTH TpoOsieMbl 3amuThl MHGOpManuu. OCHOBHBIE (DAKTOPHI MOBBILICHUS
ySI3BUMOCTH MH(OpMaIy. PUCKU B TPOMBIIIIEHHOCTH.

2. OcHOoBHbIe  moOHATHS  wWH(pOpMamuoHHOW  Oe3omacHocTH.  Poccmiickoe U
MEXYHapOJIHOE 3aKOHOATENIBCTBO.



ISl

10.

11.

12.
13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.
24,

25.
26.
27.
28.

29.
30.
31.
32.

Poccuiickoe 3aKOHOAATENbCTBO MO  3alMTe HHGOPMALMOHHBIX  TEXHOJOTHM.
HopmartuHo-1ipaBoBast uH(opMarus.

CucreMsbl 3alIUTHl OT HECAHKIIMOHUPOBAHHOIO JIOCTYIIA B ONIEPALIMOHHBIX CUCTEMAX U
JIOKAJIbHBIX CETSIX Mepeiadyu JaHHbIX.

Mertoas! 1 cpeacTBa 3amuThl HHpopManuu B Internet.

[TonuTrky 6€30M1aCHOCTH.

Opranuzanys CEKpPETHOTO JEJIONPOM3BOACTBA W MEPONPUATUH 10  3allUTe
uHpopmanuu.

[TporpaMMHO-TEXHUYECKHE METO/IbI U CPECTBA 3alUTHI HH(OPMAIIHH.
[IporpaMMHO-anapaTHble METOABI U  CpPEACTBAa OrpaHMYEHMs JOCTyHa K
KOMIIOHEHTaM KOMIIBIOTEpA.

Pa3zpaboTka mporpaMMHOro MakeTa CHCTeMbl IH(POBAaHUS HMHPOPMALUU METOJIOM
Bepnama.

['enepanus 1nceBroOCIydailHBIX IOCIEIOBATEIbHOCTEH 4YMCEN B CHCTEMax 3allUThI
uHpOpMaLIUH.

AMepuKaHCKHH cTaHaapT mudpoBanus JaHHbIX DES.

OrtevecTBeHHbIN cTannapt mudposanus ganHbx (IOCT 28147-89).

Anroput™m mudpoBanus Hduddu-Xemnmmana.

OpHoOHamnpaBieHHBIE XAI-(YHKINH.

OnexTpoHHas M(poBast MOIIUCH

[Tpumenenne GyHKIMH XEIMUPOBAHUS B HACHTU(UKAIIUN U IPOBEPKE TOUTMHHOCTH.
Anroputmbel MDS5, SSH.

OcHoBHBIE (DYHKIIHI MEXKCETEBBIX IKPAHOB /s (QUIBTPALUU COOOUICHUN W 3alHUTHI
uHpopmanuu.

3amuTa OT OTJIa/10K U AU3acCeMOIMPOBAHUSL.

Crioco0b! BcTpanBaHuUs 3alUTHBIX MEXAHU3MOB B IIPOIpaMMHOE 0OecIieueHue.
MerTto/1bl IepexBaTa U HaBs3bIBaHUS UH(POpPMALUU.

Mertonbl BHEpEHUS IPOrPAMMHBIX 3aKJIa/10K.

KomneloTepHble BHpPYChl Kak OCOOBIH Kjacc pa3pylIaloIUX IPOrPaMMHBIX
BO3JICUCTBUM.

3amura OT pa3pytarouuX IPOrPaMMHBIX BO3/IEHCTBUM.

Knaccugukarus cuctem 3aiuTsl HocuTeneid HHGpopMaIum.

MeTto/ibl U cpesicTBa 3alIUThl HOCUTENEeH HH(OpMALINHL.

Buasl napopmannoHHsix pecypcoB. CrocoObl 3aluThl HHPOPMALMOHHBIX PECYPCOB
OT HECAaHKLIMOHUPOBAHHOTO JJOCTYTIA.

Crioco6b! 3auThl THPOPMAITMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.
OcHoBHbIE BUBI aTaK Ha MPOTOKOJIBI AyTEHTU(PHUKAIUH.

OcHOBHBIE IPUEMBI IPEAOTBPAILEHUS aTaK.

Bormpock! 3amuTel aBTOpCKOro Mpasa (MMYIIECTBEHHbIE U HEUMYIIECTBEHHBIE IIPABa).



