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UHGOPMAITUHU U YIIPABIICHUS

ABTOMAaTHU3UPOBAHHBIX CHCTEM 00paboTKH

Tunoevie 3a0anus 011 KOHMPOIALHOU PAdOOMbL:

Ilpumepnuie 6onpocwt 011 KOHMPOJILHOU PAOOMBbL:

A

AKTyallbHOCTh NPOOJIEMBI 3aIIUTHI HH(pOpMAaIIHK.

OcHoBHbIE (PAKTOPBI TOBBILIEHUS YA3BUMOCTH HH(DOpMAIUH.
IlepeuncnuTh pUCKH B IPOMBILIJIEHHOCTH CBsi3aHHbIe ¢ UT.
AKTyanbHOCTb 3aLUThl UHPOPMALIUH, CBA3aHHON C COCTAaBOM M (DYHKIIMOHAJIbHBIMHU

BO3MOKHOCTSIMU cOBpeMeHHBIX UT.

o

OCHOBHBIE TOHATHS HHQ)OpMaHHOHHOI;'I 0€e30MMacHOCTH.

6. VYSI3BHMOCTH BBIYACIHUTEILHBIX CHUCTECM, CBA3aHHBIC C (1)I/I3I/I‘-IGCKI/IMI/I mnmpoucccamu,

MMPOTCKAOIINMHU B HUX.

7. Ysa3BEMOCTH HH()OPMAIIMOHHBIX U BEIYUCITUTEIBHBIX CHCTEM, CBSI3aHHBIC C CIIeU(DUKON

pean3alnuyu MaTeMaTHUECKUX U TIOTUYECKUX BHIYUCIICHHI.
8. HMudopmaimonHbie pecypcsl coopa nHPOpMAIUU 00 ySI3BUMOCTSIX U PUCKAX

MH(GOPMALIMOHHBIX U BEIYUCTUTENBHBIX CUCTEM.
9. Tlepeuncnure OCHOBHBIC 3aKOHBI PD CBs3aHHBIE ¢ MHPOPMAITMOHHON 0€301MaCHOCTHIO.
10. OcHoBHbIe nonoxenust DenepanbHOro 3aKkoHa Nel49,
11. OcHoBHble nonoxenus denepanbHoro 3akoHa Nel52.
12. CrtocoOBI ¥ ITOAXO0/IbI K IOMCKY OCHOBHBIX 3aKOHO/IaTEIbHBIX aKTOB PD B 001acTi

3amUThl HHHOPMALIUH.

13. [lepeuncnuTh pUCKH BOSHUKHOBEHHSI IPOOIIEM 3aIIUTHl HH(POPMALIIH TIPH
POCKTHPOBAHUH U pa3paboTKe MHPOPMALIMOHHBIX U aBTOMAaTH3HPOBAHHBIX CUCTEM.

14. TIpobnemsl c6opa, 00pabOTKH U IpeCTaBICHUS HH(POPMALIUU C yY€TOM COBPEMEHHBIX
TpeGoBaHMi HMHOOPMAITMOHHON 0€30MaCHOCTH Ha BCEX YPOBHSX )KU3HEHHOTO ITUKIIA.

15. Cucrembl 3aIIMTHI OT HECAHKIIMOHUPOBAHHOTO JJOCTYTIA B ONEPALIMOHHBIX CUCTEMAaX U
JIOKaJIbHBIX CETSIX Tepeiayn JaHHbIX.

16. [TonuTnku 0e30MaCHOCTH.

17. Opranusanus CEeKpeTHOTO JAEJI0NPOU3BOJICTBA U MEPOIIPUATHUH 110 3aLTUTE UH(POPMALIUH.

18. [IporpaMMHO-TEXHHYECKHE METOBI M CPEACTBA 3aIIUTHI HH(pOpMAIHK.




19. IIporpammHO-anmnapaTHble METOIBI U CPEJICTBA OTPAHUYCHUS TOCTyTa K KOMIIOHEHTaM
KOMIIBIOTEpA.
20. MeTop! ¥ TOJIXOABI UCCIIEIOBAHUS JUISI BBISIBIICHUS] PHCKOB.

Tunoevie memwl 0115 peghepamos (c n0020MoOEKoOI 00K1A0A U NPe3eHmMauuu):

1. AkrtyanbHOCTB po0semMbl 3auThl UHPOpMaru. OCHOBHbIE (DAKTOPHI MOBBIIICHUS
ySI3BUMOCTH MH(OpMaLU. PUCKH B TPOMBILUIEHHOCTH.

2. OcHoBHBIE TOHATHA HH(POpMaITMOHHON Oe3onacHoCcTU. Poccuiickoe n Mex1yHapoIHOE
3aKOHOJIaTEJIbCTBO.

3. Poccuiickoe 3ak0HOAATENHCTBO MO 3AIUTE HHPOPMALIMOHHBIX TEXHOJIOTHH.
HopmartuBHo-11paBoBas MH(opMaus.

4. Cucremsl 3alIUTH OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA B OIIEPALIMOHHBIX CUCTEMAX U
JIOKaJIbHBIX CETSX Mepeiadyl JaHHBIX.

5. Meroap! u cpeacTBa 3amUTH HHGOpManuu B Internet.

6. Ilomutuku 6€30MaCHOCTH.

7. OpraHuzanus CEKpEeTHOTO JETONPOU3BOICTBA U MEPOTIPUSTHH I10 3aIIUTE UH(DOPMAIIHH.
8. IIporpamMMHO-TeXHHYECKHE METOABI U CPEACTBA 3AIUTHI HH(pOpMAaLUK.

9. IIporpammHO-anmapaTHBIE METO/IBI H CPEACTBA OTPAaHIMYEHHS JOCTYIIA K KOMIIOHEHTaM
KOMIIbIOTEpA.

10. T'eneparust iceBIOCTyYaitHBIX TIOCIEIOBATEIBHOCTEH YMCET B CHCTEMAX 3aIlUTHI
uHpopMaIuu.

11. AmepukaHckuii ctangapT mudposanus nanHbsx DES.

12. OreuectBeHHsblii cranaapt mudposanus ganHbx ([OCT 28147-89).

13. Anropurm mudposanus Anddu-Xemmvana.

14. OnnonampaBieHHbIE XOI-(DyHKINH.

15. DnextponHas U poBas NOINNCH

16. Ilpumenenune QyHKIMI XeMMPOBAHUSA B HACHTU(UKALIMY U TPOBEPKE MOUIMHHOCTH.
17. Anropurmer MD5, SSH.

18. OcHoBHBIEC (DYHKITHI MEKCETEBBIX IKPAHOB JJIs (PUIBTPAIIUU COOOIICHHUI U 3aIIUThI
uH(pOopMaIHu.

19. 3ammra OT OTJIAZIOK U IU3aCCEMOTMPOBAHUSL.

20. CrniocoObI BcTpauBaHUs 3aIIMTHBIX MEXaHU3MOB B TIPOrpaMMHOE 0OecTicueHIe.

21. Mertopl iepexBaTa U HaBA3bIBAaHHUS HHPOPMALHH.

22. Mertobl BHEAPEHHS IPOTPAMMHBIX 3aKJIA/IOK.

23. KommnbroTepHble BUPYCHI KaK 0COOBIN KiIace pa3pylIaroIiuX IPOrpaMMHBIX BO3AEHCTBUH.
24. 3ammTa OT pa3pyLIalonX IPOrPAMMHBIX BO3ICHCTBHH.

25. Knaccudukarus cucTeM 3aiuThl HOCUTENeH HHpOpMaIIim.

26. MeTobl U CpeACTBa 3aIIUThHI HOCUTENEH HHPOPMAIHH.

27. Bunsl nHGOpMAIIMOHHBIX pecypcoB. CIOCOOBI 3aMUTH HH()OPMAITMOHHBIX PECYPCOB OT
HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

28. CrocoObI 3amuThl HHPOPMAITMOHHBIX PECYPCOB OT HECAHKITMOHHPOBAHHOTO JIOCTYTIA.
29. OcHOBHBIE BU/IbI aTaK Ha MPOTOKOJIbI ayTEHTU(UKAIINH.

30. Bompocsl 3amuThl aBTOPCKOTO MpaBa (MMYIIECTBEHHBIE 1 HEMMYIIIECTBEHHBIE TTPaBa).

Tunoewie éonpocwlt Kk 3auémy:

1. AkrtyanbHOCTH mpoOiembl 3amuThl HHPopMmaru. OCHOBHbIE (aKTOPhI MOBBIIICHUS
ysI3BUMOCTH MH(OpMaIK. PUCKU B TPOMBILIIEHHOCTH.

2. OcHoBHblE  TIOHATHS  WH(POPMAIMOHHONW  OE30IMaCHOCTH. Poccmiickoe  u
MEXTyHAPOJTHOE 3aKOHOIATEILCTBO.
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Poccuiickoe  3aKOHOATENBCTBO MO  3aUIMTe HMH(GOPMALMOHHBIX  TEXHOJOTHH.
HopmatuBHO-1IpaBoBast HHGpOpMaLus.

CucTeMbl 3aIUTH OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA B ONIEPALIMOHHBIX CUCTEMAX U
JIOKaJIbHBIX CETSX Meperadyl JaHHBIX.

Mertoas! u cpeicTBa 3aUTHl HHGOpManuu B Internet.

[TonuTrku 6€30MacHOCTH.

Opranuzanuss CEKpeTHOrO  JICJNIOTIPOM3BOJACTBA M MEPONPUSATHHA MO  3aluTe
UHGOPMAIINH.

[TporpaMMHO-TEXHUYECKHE METO/IbI M CPE/ICTBA 3aIUTH HH()OpMALIUH.
[lporpamMmmHO-anmapaTtHble  METOAbl M CPEACTBA  OrPAHUYEHMs]  JOCTyna K
KOMITOHEHTaM KOMITBIOTEPA.

Pa3paboTka nmporpaMMHOro mMakeTa cUCTeMbl MIH(pPOBaHUS MH(OPMALMM METOAO0M
Bepnawma.

['eneparus nceBAOCIydaiiHBIX MOCIIEI0BATEIbHOCTEH YHCEN B CUCTEMAX 3allUThI
uH(pOopMaIHH.

AmepukaHckuit ctaniapt mudpoBanus JaHHbix DES.

OrtevecTBeHHbIN cTanaapT mmppoBanus nanubix (COCT 28147-89).

AnroputM mudposanus Judpdu-Xemnamana.

OpHOHampaBIIeHHBIE X31I-(QYHKIHH.

OnexTpoHHas HU(poBast NOANUCH

[Tpumenenne QyHKIUH XSITUPOBAHUS B HACHTU(DUKALIMU U TIPOBEPKE TTOUTHHHOCTH.
Anroputmelt MD5, SSH.

OcHoBHbIe QYHKIUI MEKCETEBBIX IKPAHOB I (PUIBTPALIUU COOOIIEHUH U 3aIUTHI
uH(popMaIUu.

3amuTa OT OTJIa/I0K U IU3acCeMOIMPOBAHMUS.

Crioco0bI BcTpanBaHUs 3allIUTHBIX MEXAHU3MOB B IIPOrpaMMHOE 00ecTieyeHue.
MeToap! nepexBaTa U HaBSI3bIBAaHUS HH(POPMAITIH.

Mertonbl BHEAPEHMSI TPOrPaAaMMHBIX 3aKJII0K.

KommbroTepHble  BHPYCHI KaK OCOOBI  KJacC pa3pyllalomdX —IpPOrPaMMHBIX
BO3JIEHCTBUM.

3anmTa OT pa3pylIArIIUX TPOrPAMMHBIX BO3ICHCTBUH.

Knaccugukarus cuctem 3aiuThl HocuTeneil nHpOpMaIH.

MeTo/b1 U cpeacTBa 3alIUThl HOCUTENEH HHPOpMaLnH.

Buast unpopmannonssix pecypcoB. CriocoObl 3alIUThl HH(OPMAILIMOHHBIX PECYPCOB
OT HECAHKIIMOHUPOBAHHOTO JIOCTYyTIA.

Crioco0bI 3aUThl HHPOPMAIIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
OCHOBHBIE BUJIBI aTaK HAa IPOTOKOJIBI Ay TEHTU(HKAIINH.

OCHOBHBIE PUEMBI NTPEIOTBPAILEHUS aTaK.

Bompockl 3anuTel aBTOPCKOTO TIpaBa (MMYIIECTBEHHBIE M HEUMYIIICCTBEHHBIE TTPABa).



