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Tema 1. Meeting people

Yemmuwiti onpoc
Read the text and answer the questions:

- What does the author recommend?
- Do you agree with these suggestions and why?
Every future employee will have his or her own unique recipe for success. Whether you are a

new specialist or a seasoned one, it’s important to set goals that will keep you moving forward,
and goals that are realistic and attainable. While your main goal may be to land a new job, it can
help to set smaller goals to create the forward motion that will set you up for success. Goals to
consider to help you advance your career this year include:

Getting out and meeting people in your industry is critical for professional success. Whether or
not networking results in a job offer, expanding your professional network is always a good idea.
Attending professional networking events, industry association events, conventions, and other
functions will afford you the opportunity to meet new people and learn new things.

Document your accomplishments. The most effective resumes quantify achievements. It can be
difficult to pull all of your accomplishments out of your memory when you decide it’s time to
improve your resume. If you keep a running list of those achievements as they happen, and
update your resume accordingly, you can be sure none will get left out. This year, make it a point
to track and document your accomplishments on the job.

Know your value. Potential employees should always be aware of their value in the
marketplace. Research local salaries in your industry online so that you know where you fall in
terms of your experience and education. You don’t want to find out the day after you accept a
job offer that you’re actually getting paid $20,000 less than what you’re worth.

Learn something new. The one constant in the world is change. What can you do this year to
keep your skills sharp and learn something new? Whether you take a class or attend an industry
conference, do something to enhance your skills this year.

Focus on work-life balance. Good professionals work hard, and getting ahead in the field can
mean clocking long hours, often to the detriment of personal time and family time. What can you
do this year to give yourself more time for the people and hobbies you love?

Partner with a recruiter. Searching for new opportunities can be difficult for busy
professionals. Partnering with a recruiter can help you connect with exciting jobs that aren’t
necessarily posted on public job boards. A recruiter can also help you set goals, improve your
resume, and perfect your interviewing technique so that when the right opportunity comes along,
you are prepared to rise to the challenge.




HaijinuTte B TeKkcTe nepeBos ciaeaviommx dpas:

1) craBuTh Leau 6) I03BOJIATH

2) TOCTH>KUMBIH 7) pa3BUBaTh HABBIKH

3) npenoxeHue 8) ynoOHast BO3MOKHOCTb

4) pacmupsTh 9) uckarb

5) nocTmxeHue 10) 3HaTH, OBITH OCBEIOMIIEHHBIM

HOI[FOTOBBTC MMPE3CHTAUIO O cebe 110 IUIaHYy:
Full name. Date of birth. Place of birth. Address. Education. Computer Skills. Interests.

Ilpakmuueckoe 3a0anue
Tucvmennasn paboma: Pezrome 1o o0pasity :
http://www.dayjob.com/content/construction-cv-template-373.htm

Tema 2. Effective communication
Yemmuwiit onpoc
Read the text and answer the questions:
- What is communication?
- Why is it difficult sometimes to communicate with other people?
- What are the main tips for effective communication?
- What good interpersonal skills are helpful for communication?

EFFECTIVE COMMUNICATION

The Crash Course in Communication

Talking is very easy, but communication, that means an interaction with the other person,
requires the greater skill. Communication demands that we listen attentively and speak skillfully,
and just not talk mindlessly. Interacting with the fearful, angry, or the frustrated people will be
even more difficult, because we are less skillful when we are caught up in such kind of emotions.
Do not despair or resign yourself to the lifetime of miscommunication at the work or at home!
Good communicators can be trained as well as born. Here are few of the tips to get you started.
This will remind us how difficult it is to communicate effectively in any of the organization. The
problem is not that we have got the bad people, the problem is that we have got the poor systems.
This guide will teach how to overcome the communication barriers and also improve the
communication skills.

The Communication is the skill and like any other skills it also requires the practice. It is
improved through practice which differentiates the skill from other forms of the knowledge.
Understanding a theory of the communication and the effective presentation will not make you
brilliant communicator or the presenter but should make you aware of how to maximize an
impact of the presentations.

Most important thing to remember is a message which you intend to communicate is most likely
to be misunderstood by the listeners. Therefore, in addition to the carefully preparing and
presenting the message, stay alert for any of the signs which your audience are mis-interpreting
it. It is up to you, a presenter, to continually check if your message has been received,
understood, interpreted correctly and is filed in the receivers’ mind.

Effective Communication Fundamentals

Communication is the complex two-way process, involving encoding, translation and the
decoding of the messages. The effective communication requires a communicator to translate
their messages in the way which is specifically designed for the intended audience.



http://www.dayjob.com/content/construction-cv-template-373.htm
http://communicationskillscourse.blogspot.com/2010/12/crash-course-in-communication.html
http://communicationskillscourse.blogspot.com/2010/12/effective-communication-fundamentals.html

Creating and delivering the effective presentation requires basic understanding of a
communication process. Most of the business presentations require a clear and an unambiguous
communication of the message in the way which can be clearly understood by a recipient.
Tips for Effective Communication

-Be honest while communicating. Dishonesty will somewhere show up along a line.

-Take interest in the people you are communicating with. Remember the people are more attracted
towards those who have interest in them, and pays more attention to what they say.

-Think before you speak or put pen to paper: what message you trying to convey? What outcome do
you want to elicit?

‘Be direct and not aggressive. Lot of flannelling around can make the people lose interest and miss a
vital point.

‘Don't use the jargon — and acronyms, and also the technical expressions, unless you are sure about
that your listeners do understand

‘Write the way as you will speak. Do not fall into a trap of using the long words just because it is
written down.

-‘Take time. Whether in the speech or in paper, rushing will make you seem nervous, unconfident
and like downright scared.
The Interpersonal Communication Skills
Ability to ask the questions and listen are vital to the good interpersonal skills. In fact the
empathetic listening is a number one skill which can help to build the relationships.
Ten Tips for Good Interpersonal Skills
1. Listen to the person first. Communication is the two-way process; getting all your message
across depends on understanding a other person.
2. Be interested in people you will be communicating with. Remember that the people are more
attracted towards those who have interest in them, and therefore will pay more attention to what
they will say.
3.-Relax. The bad body language like hunched shoulders, fidgeting, the toe-tapping or the hair-
twiddling all give a game away.
4. Smile and use the eye contact. It is a most positive signal which you can give.
5. Ask the questions. It is great way to show the people that you really are interested in them.
6. If the other person has different point of view towards you find out why they have such point
of view. More you understand reasons behind their thinking more you will be able to understand
their point of view or can help them understand your point of view.
7. Be assertive. So that we can try to value their input as your own inputs. Do not be pushy and
do not be a pushover. Try for a right balance.
8. When you will be speaking try to be enthusiastic in appropriate context. Use voice and the
body language to show this.
9. Immediately don't try to latch to something which someone has just now said ... "oh yes it
happened to me™ and immediately go on and telling your own story. Make sure that you ask
questions about them first and then be careful while telling your story so as not to sound like a
competition.
10. Learn from the interactions. If you have a good conversation with someone try to think why
it all went well and remember key points for the next time. If it did not go well - again try and
learn something out of it.

Ilpakmuueckoe 3adanue:. Do the quiz ‘Are you a good communicator?’ ctp 7-8.

Tema 3. Career choice (Unit 3)

Yemuwiu onpoc
1. What course are you doing at the moment?
2. When did you start this course?
3. Why did you choose this course?



http://communicationskillscourse.blogspot.com/2010/12/ability-to-ask-questions-and-listen-are.html

4. What is Bachelor’s Degree in Radio Engineering and Telecommunications?

CAREER CHOICE.
Choosing a profession is very difficult. Your choice should depend on your character, intellect,
abilities and talent.
Do you think someone can be a good teacher if he/she doesn’t love children?
Do you think someone can be a good vet if he/ she doesn’t like animals?
Can a musician or singer make a success if they don’t have a good ear for music? Can an actor or
dancer become famous if they have no special talent?
You can never be a respectable judge if you are not just and honest.
Only those who are brave, can become sailors.
Only people who have creative minds can be successful businessmen.
The profession of a doctor requires special education and long training. A doctor must be
very responsible because they deal with the most precious thing that people have — their
health.
There are a lot of interesting and noble professions, and many roads are opened before you. But
remember most professions are available only to educated people. So if you want to be a
professional you have to enter an institute or university. It is difficult and you have to study
hard. It is not easy, because only those who have a strong will, can study hard. Try to build your
character, develop the strength of will and your dreams will come true.
Choosing a profession is not easy. Listen to some advice that can help you to make the right
choice.
If you are not sure what job or profession to choose, do the following:

Ask your parents about their profession and the profession of their friends. Ask them to
describe other jobs they know.

Your likes and dislikes are very important. No one can work well, if he or she does not
like the profession.

In order to discover your abilities and traits of character you can visit a psychologist,
who tests your attention, memory and character.

Mass media such as newspapers, magazines and TV can help you too. There are
interesting articles and programs about famous and common people.

Ipaxmuueckoe 3adanue: Ilucbmennasn paboma
JlekcuKo-TpaMMaTHYECKHE U NTEPEBOIHbIE yIIpakHeHHs 5-8, cTp. 53-54.

Tema 4. Applying for a job

Mamepuan ons ycmnoeo onpoca

Tips

1. Be specific in the subject line and say what job you are applying for.

2. Start your email with Dear M1/Mrs/Ms + person’s surname.

3. Say where you saw the advertisement.

4. Say which job you’re applying for. You can use the sentence I’m writing in response to the
job advertisement for the position of ... .

5. Write a short paragraph to say why you’re suitable for the job. Mention your education,
qualifications, work experience or skills.

6. Attach a CV (also known as a résumé in the USA) with more information about your
qualifications and background.

7. End by saying | look forward to hearing from you soon or | hope to hear from you soon.
8. Sign off with Best regards or Best wishes.

IIpakxmuueckoe 3a0anue
Hanuwume nucvmo no obpasyy:



From: Laura Mazzanti

To: David Kelly, HR Manager

Subject: Application for sales manager position

Dear Mr Kelly,

I am writing in response to the job advertisement on the ABC Jobs website for the position of
sales manager.

I have five years of experience in sales. For the last three years, | have worked as a team leader,
managing a team of 20 sales assistants in a large store. | have experience in hiring, training and
managing staff. | have good communication skills and | can speak Italian, Spanish and English.

I have attached my CV with more information about my background and qualifications.

I look forward to hearing from you soon.

Best regards,

Laura Mazzanti

Tema 5. Job interview

Yemuwi onpoc

Most common job interview questions and answers

Question no. 1: Can you tell me something about yourself?

Hint: This is often the very first question. It helps the HR managers to get a basic idea of your
communication skills, motivation, and interests. It is also an ice breaker, and a good answer will
help you to feel more relaxed in the room. The interviewers do not ask about your education,
experience, personal life, or anything else in particular—you can choose the way to introduce
yourself.

However, your choice reflects what matters to you. In a job interview, you should talk about
your education, working experience, career goals, skills and abilities. You should talk
about things that are relevant for the employer. On the other hand, you can mention one or
two hobbies, or tell them something from your personal life. This shows that you have a life
outside of work. Check one sample answer below.

Question no. 2: Why did you apply for this job?

Hint: Motivation is one of the deciding factors in every single job interview. Do you apply for a
job just because you want to earn money, or graduated from the field? Do you apply only
because you need a job, or do you really want to have this particular position? Your goal is
to convince the employer that you genuinely want to work for them, and that you have a good
reason for choosing their offer (and not an offer of one of their competitors).

Pre-interview research should help you to find a good answer. You should learn something about
the working environment, their vision and goals, the value they bring to their customers and
business partners. Try to look for something that goes beyond your personal role in the
company, something you can praise, something that resonates with you.

Question no. 3: Why did you leave your last job? / Why are you planning to leave your present
job?

Hint: Changing a job, or even a career, is completely normal. Nevertheless, employers want to
understand why you plan to make a change, or why you were forced to make your move. They
try to understand whether they can count with you in a long run, and how it will feel to work
with you. Do you look for good things, or for bad things in a job? Do you demand a lot from
your colleagues, or do you demand a lot from yourself?

Regardless of your past experience, you should focus on good things. Even if they fired you in
your last job (for no real reason), try to speak nicely about your former colleagues and
employers. Nobody wants to hire an employee who will complain about everything, a person
who always looks for the worst...



Question no. 4: Can you tell me something about your education?

Hint: A degree has never made a good employee of anyone. Nonetheless, HR managers will
often inquire about your education, trying to understand your attitude to learning.

You should focus on the practical skills and abilities that will help you in your new
job. These matter more than the names of degrees and educational institutions—unless you
graduated from Harvard or Cambridge, obviously :).

Question no. 5: Can you tell us something about your working experience?

Hint: Employers can read about your experience on your resume. Nevertheless, they want to
hear what matters to you, and they want to see your attitude to work. You should pick one or
two roles that are most relevant for your current job application, and then you should speak about
your duties, achievements, and lessons you learned while having them.

If you had just one job in the past, and it was completely irrelevant to the one you try to get,
you can at least say that the experience helped you to gain basic working habits, and simply to
prepare for an employment in general.

Ilpakmuueckoe 3a0anue

ConocraBbTe BOnpochl 1-5 ¢ BO3MOKHBIMHM OTBETAMH HHIKe:

a) | have worked only at Walmart so far. But | learned a lot there, how to approach the
customers, how to work with other people. It is not such as easy job as it seems, since the
workload is heavy most days. But | do not complain, just | hope to get a better job now, and
learn something new again.

b) As you can see on my resume, this is my first job application. But | have done some
volunteering for Red Cross, and | worked a lot with my father while we were renovating the
house. | believe that | know what it means to have a job, and | am eager to finally start working
somewhere, after many years of studying, and preparing for employment.

c) | had my job in a restaurant for four years. | enjoyed the company of my colleagues, and
believe that | helped the guests to enjoy the place. But | needed a change. The duties were
repetitive, and I felt I was not moving forward anymore. That’s why I left, and decided to apply
for your offer, as | really see a potential for learning and growing in your company.

d) They fired me because | had a different opinion than the director of the company. Nothing
wrong with him—we just had a different philosophy of leadership, and how things should be
done. Maybe he was right, maybe | was—only time will tell. But | do not want to live in the past.
Now | am here, looking for a new challenge, and an opportunity to help your company to
prosper.

e) | have studied at ABC University. | acquired knowledge of statistics, project management and
accounting, beside many other subjects. | took part in projects and competitions we had at
school. | believe that my education and internship that followed prepared me perfectly for a job
in your company.

f) I really like the job description and believe I can fit here, and bring some value to your team of
financial analysts. On the top of that, | have the right education for this position, and | would
enjoy working in an international environment.

g) Your store is just ten minute away from my apartment, and | shop here regularly. I like
the way you approach customers, and | would be proud to be a member of your team. On the top
of that, I like the vision of your company, the way this store is organized, and overall | have a
good feeling about the place.



h) I am Mario, 25 years old, and I have just finished my Masters in Economy. | enjoy team work,
and | am looking for my first job, ideally in a big company. | want to learn, and meet like-
minded people in work. In my free time | like to run, read, and meet with friends. | try to have
positive outlook of life, and take everything that comes my way as an opportunity to become a
better person.

Tema 6. In the office

Yemmuwiti onpoc
Read the text carefully answering the questions. Write down the underlined words and
phrases. You will need them in the follow-up lexical exercises. The last question is based on
the whole text.

When Paul walked into the manager’s office he knew something was wrong. Bob didn't say
hello in the usual way. He didn’t even look up from his desk. Paul stood there awkwardly
wondering whether to shut the door.

Two minutes passed.

‘Bob,” he said nervously, ‘is something the matter?’

'"You tell me,” he replied, looking at him intently, with no trace of a smile. He realized that he
was angry about something,

‘Look,” he stammered, ‘If I’'ve done anything to offend you, anything at all, please tell me.
Or do you want me to just stand here?’

Bob took off his glasses and stood up. He stretched, turned his back on the other man and
walked to the large plate-glass window at one side of the room.

‘If you don’t get in shape soon, I’ll have to let you go,” he said, so quietly that Paul could
hardly hear his voice.

'What do you mean?’ He hadn't expected this. ‘I am “in shape” as you call it.’

‘Are you? Are you really? I don‘t think so.

You‘ve been missing training sessions, and I think you’re unfit and — on top of that -> Bob
picked up that morning's newspaper, ‘I have to read about you in the Daily Mirror. Look at this!’
he almost shouted at him, ‘What on earth were you thinking of?°

‘If you’d just let me explain...’

‘There's nothing to explain, Paul. You're out every evening at fashionable parties having a
good time with your friends. God knows what you get up to. I've had enough of it.” He turned to
face him. ‘Frankly, Paul, I think I've had enough of you.’

‘If I thought you meant that, I’d..."

“You’d what, Paul. Leave the club? Complain to the manager? But that’s just the problem
for you isn't it? I am the manager.’

‘Look, Bob, I‘'m sorry; honestly I am.” He walked over to stand beside him. From here you
could see right into the stadium. Some of his team-mates were down there kicking balls around.
He should be with them. He knew that. But he’d got up late and he felt terrible.

‘If you don’t change your ways, you’ll be out of the team.” There. He had said it.

’You can’t mean that.’

‘Oh but I do. Paul. I do. Just because we have the same mother and father ...".

‘Brothers Bob! We’re brothers. Go on, say it, I know it’s difficult for you. You've always
hated the fact that I'm a great footballer, better than you could ever be. Sometimes | wonder how
we can exist in the same club |

‘That makes two of us, Paul.’

The silence in the room grew louder Paul didn’t know what to say or do. It was true that he
had missed a lot of training sessions. It was true he was going out a lot. But that‘s because
everyone asked him to. He was one of the most famous players in the world. The newspapers
wanted photographs of him all the time. People wanted to talk to him. They wanted to get to
know him. Anyway, he enjoyed going out, he liked the attention. As for the team, the club ...




‘So tell me,” Bob said, interrupting his thoughts, 'how important is the game to you? How
much do you want to play’?’
Paul's brother must have read his thoughts. What could he say to him now?

Ilpakmuueckue 3a0anus: JIekCUKO-rpaMMaTHYECKUE U TIEPEBOJIHBIC YIPAXKHEHUS 5-8, cTp. 60-
61.

Tema 7. Effective presentation skills

Yemuwi onpoc

READ AND DISCUSS
Read the article about presentation skills and be ready to discuss the following questions:
- What are the key objectives of effective presentation skills?
- How can a presenter create a clear message?
- How can a presenter deliver his/her message effectively?
- How can a presenter engage his/her audience?

Effective Presentation Skills

In these recessionary times, you might well need to be a highly effective presenter just to remain
in your current job — or find new employment. To achieve this, it’s first necessary to identify
what creates an effective presentation and what skills are needed.

It is also important to understand that effective presentation skills are not solely for the fortunate
few who are naturally good communicators but that effective presentation skills can be
developed in anyone and that we all have the ability to learn how to become highly effective
presenters.

In this article we’ll be looking at some techniques to help you achieve more from your
presentations.

Key Objectives of Effective Presentation Skills
The key objectives that underline a good presentation often include the following:
-to establish credibility with your audience;
-to communicate information clearly to your audience;
-to persuade and/or influence your audience.
To achieve these objectives, there are a range of practical skills that you can develop to help you
become an effective presenter.
We can categorise these skills into three main areas:
-The ability to create a clear message
-The ability to deliver your message effectively
-The ability to fully engage with your audience.

An effective presentation should cover all of these three areas, so let’s see how you can achieve
this.

Presentation Skill #1 — Create a clear effective message

A clear message is normally a simple one. You may feel that you have to go into a lot of detail to
get your message across but more often than not — “less is more”. Your audience are only able to
take in so much during a presentation, so the clearer the message the more powerful it will be.
Keep your message clear and simple by using the following guidelines:


http://www.skillstudio.co.uk/help/presentation-skills/effective-presentation-skills.htm

-Have one Key Message only — this should be the most important point that you want to get
across to your audience. Restrict it to one sentence that is easier to remember.

-Restrict your content to three main points only — three is the magic number that people tend to
remember things in — so if you restrict your presentation to three sections only, your audience
will be more likely to remember it.

-Have a strong opening and ending — these are the moments when your audiences’ attention is at
its highest so take the opportunity to state and re-state your key message at these times.

Presentation Skill #2 — Deliver your message effectively

So you now have a clear message and structure to your presentation and the next stage is to

consider how you are getting it across effectively to your audience. The ability to express your

ideas is as important as the ideas themselves and this is a fundamental requirement of effective

presentation delivery.

Although not everyone is naturally expressive, we all have the ability to develop our personal

resources to help us enhance those expressive qualities required to help us become more

effective presenters.

The way you speak and look has a huge impact on what you say and how you come across to

your audience and there are some simple techniques you can adopt to help enhance your overall

image. Try to incorporate the following when you next give a presentation:

. Speak at a slower pace — we tend to speed up when we are nervous so by consciously
slowing down you will end up speaking at the right pace and controlling your nervous
tension.

. Imagine you are telling a story — by doing this, you will automatically increase the
expression in your voice and sound more interesting to your audience.
. Make eye contact with your audience — it may feel awkward at first but if you actually

look directly at people you will feel as though you are having a conversation with them and
this will feel less intimidating.

Presentation Skill #3 — Fully engage with your audience

To deliver an effective presentation, it’s also important that you fully engage with your audience
so that you can see things from their point of view and “speak in their language”. It’s therefore
important that you have a full understanding of your audience. To help achieve this gather as
much information as possible about your audience before you present. There are three main areas
where you can gather information about your audience as follows:

-Audience Make-Up - this is who will actually attend. Ask yourself, from what
departments/oganisations they will come from, what level of seniority they will be, what level of
expertise will they have about my subject etc.

-Audience Motivation — this is the attitudes of the audience and how they may react to you. Ask
yourself what is their interest in my topic, their attitude towards me, any misconceptions or
preconceived ideas they may have etc.

-Audience Environment — these are the external factors that may influence you and your
audience. Ask yourself how many will be in the audience, what will be the length of my
presentation, what sort of room/venue will | present in etc.

By considering these factors you will be able to plan your presentation to accommodate the
attitudes and needs of your audience. This will make it easier for you to ‘buy in’ their trust in
you and make it easier for you to engage with them.



Presentation Skills — The holistic approach

We have now looked at three areas where you can develop your effective presentation skills to
enable you to be the effective presenter that you would like to be.

By addressing all three areas you will equip yourself with the confidence needed to communicate
effectively with any audience and in any presentation situation.

Invest in your own presentation skills

There are no hidden secrets to being more effective and successful when you present. You can
develop these skills through training and practice. By enhancing the ways in which you present
and communicate you’ll be able to develop a much stronger influence on your audience and thus
encourage them to respond to you in the way you want!

Ipaxmuueckue 3a0anus

I. Find English equivalents for the following words in the text:

1) ocraBatbcs, 2) TPyAOYCTPOWCTBO, 3) yCTaHOBUTH/ n0OUTHCS noBepusi, 4) yOemuts, 5)
BJIaBaThCS B MOAPOOHOCTH, 6) TOHECTH COOOIICHHE/CYTh, 7) BOCIOIB30BATHCS BO3MOKHOCTHIO,
8) TpeboBanue, 9) Bnusaue, 10) 3aMMCTBOBAaTh TEXHUKY (BBIMOJIHEHHS 4ero-i.), 11) ckopocTs,
temn, 12) mnyraromuii/ ycrtpamatommid, 13) Touka 3peHusi, 14) cocraB 3purenerd, 15)
(mpakTuyeckoe) 3HaHue, 16) MecTo (IPOBEAECHUSI MEPOTIPUATHS).

I1. Fill in the gaps with the necessary prepositions:

1. You should communicate information clearly __ your audience.

2. You should restrict your presentation 3 sections only.

3. You should follow the guidelines if you want to get a message across effectively __ the
audience.

4. The way you speak and look has a huge impact ____ your presentation.

5. Speak __ aslower pace.

6. In case your speech is too fast, slow it |, thisway you will end ___ speaking ___ the
right pace.

7. Relevant and clear messages sound more interesting ____ your audience.

8. __ first make eye contact ___ your audience.

9. It’s important that you fully engage  your audience.
10. People might react  you the way you haven’t expected.
11. The presenter had better equip oneself ___ the confidence.

1. Give English equivalents for the following words:

1) craBuTh LIETU 6) 03BOJIATH

2) TOCTHKUMBIH 7) pa3BUBaTh HABBIKU

3) npenyoxeHue 8) ynoOHasi BO3MOKHOCTb

4) paciupsTh 9) uckatp

5) nocTIKEeHHE 10) 3HaTh, OBITH OCBEIOMIEHHBIM
2

A Translate the expressions into English (4.3)




3npaBcTBYyiiTe, B OTBET Ha, IOAaBaTh 3asfBJICHHE HA, ONBIT PAa0OTHL, COOTBETCTBYIOIEE
oOpa3oBaHue, O0S3aHHOCTH, pellaThb TEXHHUYECKUE MPOOJIEMbI, JIUYHOCTHBIE XapaKTEPUCTUKH,
YacTU4YHAs 3aHATOCTh, OTBETCTBEHHBIH, CTPECCOYCTONYMBBIM, OOIIMTENbHBIN, TBOPYECKUN
HOAXOJ K.

B Use the phrases above to write a letter of application for a job of a technical assistant
(160-180 words).

3. Translate the text.

I suppose most people are influenced in one way or another by the jobs their parents do. My dad is a
freelance builder, like his father and his grandfather, and that means he was often out working in the
evenings or at weekends when | was a child. | grew up thinking hard physical work was what fathers
usually did. I think he was proud of doing a ‘real’ job, something with his hands, which is perhaps why he
always tried to push me into taking up the same profession. And of course he had his own business, which
he wanted to continue after he retired. When I was in high school, I decided that I really didn’t want to go
into the family business, so at the moment I’'m studying History at university. My father probably thinks
I’m going to become a partner in his firm after | graduate, so | do worry that we might have a big fight
about this some time in the future.

4. Answer the questions using no less than 3 sentences and linking words:
1) How do you try and create a good first impression?

2) Why did you decide to go in the field of radio communications?

3) How is it possible to become successful in your future profession?

ITtamn: npoBeeHUe MPOMEKYTOYHON ATTECTAMH MO HCHHUILINHE (324€T)

HpOBeI[eHI/Ie l'lpOMe)RyTO‘lHOﬁ aTTeCTalluM MIPOUCXOAUT B BUJIC 3auéra.

IlepeyeHb THMOBBIX 3aJaHUM 1JI5 3a4€TA.

I. Give an extended answer to the following questions:

Why is it difficult sometimes to communicate with other people?

What are the main tips for effective communication?

What good interpersonal skills are helpful for communication?

Can you tell me something about yourself?

Why did you apply for this job?

Why did you leave your last job? / Why are you planning to leave your present job?
Can you tell me something about your education?

Can you tell us something about your working experience?

Give some details how to make a good impression.

©CoNoa~wNE

Il Translate the sentences

1. 3ro obopyaoBaHUE CIIOMATIOCh, IOTOMY YTO Mbl HE 3aHUMAJIUCh €T0 TE€X0OCITYy)KMBAaHUEM
(HE MOAIEP>KUBAIH €TO B IOJDKHOM TEXHHUECKOM COCTOSIHHH).

2. Moii oTHOTPYIITHUK HE C/Ia] 3K3aMeH, IIOTOMY YTO IPEI0/1aBaTe) b OICHIIT €r0 3HAHUS
HETPaBUIIBHO.

3. VYueHble HEABHO MTPOBEIN MCCIICAOBAHNE U BBISICHIIIN: ONITOBOJIOKHO 00JIafaeT
0COOBIMU CBOMCTBAMHU.

4. 1 HemaBHO MO3HAKOMUIICS C 3aMeYaTeIbHBIM CIICIIMAIUCTOM B 00JIACTH WHKEHEPHUH, OH
BO3BMET MEHS B KAUECTBE CTAXKEPA.

5. Ha BBIXOIHBIX CTIENMAIMCTHI MPOBEPHUITH IKCILTyaTallMOHHBIE CBOMCTBA HOBOTO
YCTPOMCTBA, PEAHA3HAYEHHOT'O JUIsl 3KOHOMHUH SHEPIHH.

6. Buepa Ha BcTpeue pykoBOACTBO ["a3mpoM penusio BIOKHUTE JCHBIH B Pa3paboTKy
MIPOrPaMMHOTO OOECTICUeHUSI.



7. B nponuiom Mecslie Mbl HE CMOTJIM HallTH peLIeHHE U3-3a pa3In4HbIX MHeHul. Hac
MHTEpECYeT CUTyalus Ha ceroans. UHxeHep yxke pemui 3Ty npodnemy?

8. HemaBno CnennanucTsl U3 00JIACTH MPaXKIAHCKOW MHIKEHEPUH CIIPOSKTHPOBAIN
OTPOMHBIN BOK3aJl, MpeIHa3HAYCHHBIA 00CTykuBaTh 0oJiee 200 ThICSAY TACCaXKUPOB 3a
CYTKH.

9ram: MPOBEACHUE TEKYIIEI0 KOHTPOJIA YCIIEBAEMOCTH IO TUCIMIIJIMHE B 6 ceMecTpe.

Cemectp 2

ba3oBhlii Kypc
H.A. becenuna, B.}O. benoycoB. AHIMHMICKU S3bIK 1151 MH)KEHEPOB KOMITBIOTEPHBIX

cereii. [Ipodeccuonanshsiii kype / English for Network Students. Professional Course. — CII6.:
UsnarensctBo «Jlanby, 2013. — 352¢.

Tema 8. Robots and gadgets in our life (Unit 14)

Yemuwui onpoc
1. What is a robot?
2. What is the purpose for making robots?

Read the text and answer the questions:

Which device(s)

allows the owner to change the way it looks?

can save time for the owner?

can make signals to attract its owner’s attention?

is a machine which usually has a different appearance?

is intended to protect its owner from danger?

is the writer uncertain about how many will be sold?

may not work in all countries?

allows you to decode your objectives and measure your progress?
can be used when other similar devices are not allowed?

may save money?

10. allows the owner to do something in private instead of in public?
11. can be used to deceive other people?

12. are superior to most other products of the same type?

©CoNoa~wWNE

New Products Review

A. The Nabaztag

Nabaztag is a Wi-Fi connected rabbit. It’ll wake you up in the morning with the latest weather
report, give an electronic signal to tell you when an email or text message has arrived and even
play your favourite tunes. All you do is plug the rabbit in and let it find your internet connection.
As well as communicating using its little loudspeaker, Nabaztag also had lights built into his
body and it can move its ears. You can even link or marry your rabbit to another one anywhere
else on the Internet. Nabaztag is just the first of many Wi-Fi connected devices that don’t
resemble computers, even though that’s what they are. I hope this one will disappear, but it could
equally become a global fashion.

B. The X-Bike



We all know cycling’s supposed to be a pretty good form of exercise. It gives your whole body a
good workout and develops your natural coordination. Sadly, there are rather a lot of downsides
in the form of weather, bad roads, drivers and clothes. Cycling clothes make most cyclists look
ridiculous. The X-Bike is a sensible alternative, giving all the fitness benefits of riding a
mountain bike without the embarrassment because you’re indoors.

Without that X-Bike you can set targets and check how your fitness is improving. You can also
choose the programme that suits those exercise goals, which is something that a wheeled bicycle
simply cannot do.

The Tulip Ego

The Tulip Ego is the first laptop computer I’ve seen that’s aimed at people who want to look
fashionable. It even has special software for turning the screen into a mirror in case you want to
check your make-up using a built-in camera. At the same time most current laptops are very
similar inside, with far more power than any normal user could ever require. And the Ego is at
the top end of specifications, as you’d expect from its substantial price tag. You could spend the
same on four or five normal laptops. But most buyers won’t be as interested in the power of
processor as in the fashion extras. These come mostly in the form of ‘skins’ that alter the
appearance of the laptop. They vary from antique wood or dark leather to bright pink or zebra
skin.

The Pretender

There are items when | would like to be able to control my electronic communication a little
more, particularly when it comes to unwanted, unnecessary or overlong phone calls. What the
Pretender does is act as voice changer. The idea is that when you’re trying to get somebody off
the line, you press a button and they hear a sound of a baby crying or something else what
demands immediate attention. Suddenly, saying goodbye is easy. The Pretender is only currently
available as an import from the United States, so it’s uncertain whether or not it is compatible
with other phone systems. However, it seems to work better than many other voice changers
because it’s attached to the phone line. You can even persuade a caller that they’re speaking to
somebody of the opposite sex.

The Sazo

The Sazo is a device about the size of a small box of matches that can pinpoint the location of its
owner, sometimes to within a meter, using the Internet. It’s clearly aimed at parents who can use
it to check where their children are even though it doesn’t allow them to supervise what they are
doing. Although parents could use mobile phone, the company reminds them of the possible
health risks of the mobiles. There are other problems with phones: parents can’ control the costs
of their children’s phones and schools are not keen on pupils having them switched on in class.
The Sazo does have some mobile features, such as the ability to receive calls, dial three pre-
programmed numbers. It sounds well thought out. On the other hand, if | had one in my teens, |
would have ‘accidentally’ left the tracker at the place I was supposed to be, while I was up to no
good elsewnhere.

Ilpakxmuueckoe 3a0anue: JIeKCUKO-TpaMMaTHYeCKUE U MepeBOAHbIE ympakHeHus 13-14, ctp.
243-244.

Tema 9. The Internet




Yemmuwiti onpoc

1. How many main components does the Internet have?
2. What does hardware include?

3. What are nodes, servers and protocols?

Ilpakmuueckoe 3a0anue: JIeKCUKO-TpaMMaTHYECKUE U TIEPEBOIHBIE yripaxkHeHus 6-10, cTp. 12-
13.

Tema 10. Internet Infrastructure

Yemmuwiti onpoc
1. What is a robot?
2. What is the purpose for making robots?
Ilpakmuueckoe 3adanue: [lucomennas paboma
JlekcuKO-TpaMMaTH4ECKHE U NTepeBOAHbIC ypaxkHeHus 13-14, ctp. 243-244.

Tema 11. Netiquette

Yemmuwiii onpoc

Netiquette is a combination of the words network and etiguette and is defined as a set of rules for
acceptable online behavior. Similarly, online ethics focuses on the acceptable use of online
resources in an online social environment.

Both phrases are frequently interchanged and are often combined with the concept of a 'netizen’
which itself is a contraction of the words internet and citizen and refers to both a person who
uses the internet to participate in society, and an individual who has accepted the responsibility
of using the internet in productive and socially responsible ways.

What Does Good Web Etiquette Look Like?

Underlying this overall concept of socially responsible internet use are a few core pillars, though
the details underneath each pillar are still subject to debate.

For Society:

« Recognizing that the internet is an extension of society. The internet isn’t a new world
in which anything goes, but rather, a new dimension of the world around us.

o Applying the same standards online as we do in public. In simple terms, this means
that the values society has in place against hate speech and bigotry, child exploitation,
and child pornography, copyright violations and other forms of theft, remain intact.
Values around courtesy, kindness, openness, and treating others with the same respect we
wish to receive should also be adhered to.

o Refusing to empower abuse and harassment while online. Accepting that the laws
which are currently in place to protect the rights and dignity of citizens apply online and
that where needed, laws are updated to reflect these rights in the extended environment.
Theft, harassment, and bullying while online is still theft, harassment, and bullying,
period.

o Acknowledging cultural differences. Even when national boundaries no longer apply,
cultural respect and tolerance should remain. This requires finding a way to accept that
the social values and norms of some netizens will not be the social values and norms of
all netizens.

For Businesses:
For companies, being a good netizen, applying online ethics, and using netiquette include:

e Respecting rights of privacy for offline employees. Information possessed by citizens
in their offline interactions should be respected.




« Maintaining transparency in information policies. By taking action so that consumers
can easily and quickly understand how that company is using their information and
protecting them from harm, companies can provide users with a clear means of
ownership and self-determination as to what is, and isn’t shared about them, which
strengthens the consumer relationship.

Most internet users automatically apply the same responsible respectful behavior online as they
do in every other environment and by nature apply netiquette an online ethics, and are good
netizens. The minority that fails to apply societal values in some or any environment- including
the internet- are quickly identified as exceptions to be dealt with on a social, or criminal
level. When you choose to partner with technology companies, especially for something as
important as internet security, it’s imperative you ensure thatthe partner shares your
understanding of what it means to act ethically online.

Ilpakmuueckoe 3adanue: ctp 61.

Tema 12. Letters and e-mails

Yemmuwiti onpoc

Dear Sir,

I would like to apply for a place on History course which commences this September at Winston
University.

I am 25 years old and | hold a degree in Linguistics at Bocconi University, where | received first
class honours. Furthermore, | was a pupil at Harvard-Westlake School, where | obtained two A
levels in Literature, History, Geography and German.

Since the completion of my BA | have spent two years working as a teacher in USA. During this
time | have learnt two more languages and have taken some courses in History. This work was
quite beneficial and now I would like to gain qualifications in other fields of my career.

I enclose a detailed curriculum vitae in the hope that you will consider my application for entry. |
look forward to hearing from you.

Yours faithfully,
Angie Mills

Ipaxmuueckoe 3a0anue: Capel A., Sharp W. Objective First: Student's Book with answers
(Cambridge: Cambridge University Press, printing 2013) ctp 20-21.

Tema 13. Managed services (Unit 6)
Yemmuwiii onpoc
1. What are managed services?
2. What are the types of managed services?
3. What advantages of managed services do you know?
4.What is included in managed services?

IIpakmuyeckoe 3adanue. [lucomennas paboma
Jlekcuko-TpaMMaTHYECKHE U TICPEBOIHBIC YIIPaKHEHUs 2, cTp. 49

3ananue 1. Utenue , nepeBoa pe(pepnpm;aﬂne AHIJVIOA3BIYHOI'O TEKCTA



https://www.webroot.com/us/en/about#mission
https://www.webroot.com/us/en/about#mission

Task 1. IpouuTaiiTe TEKCT M OTBETHTE MUCHMEHHO HA BONPOCHI:

1. What is one of the greatest threats to open communication on the Internet?
2. What do recent studies show?

3. What did researchers demonstrate in 20127

4. Can users avoid the part of the world they wish to route around?

5.What is a peer-to-peer network?

Text
New Internet routing method allows users to avoid sending data through undesired countries

August 19, 2018 by University of Maryland

http://www.sciencedaily.com/

Censorship is one of the greatest threats to open communication on the Internet. Information may

be censored by a user's country of residence or the information's desired destination. But recent studies
show that censorship by countries through which the data travels along its route is also a danger.

Now, computer scientists at the University of Maryland have developed a method for providing concrete
proof to Internet users that their information did not cross through certain geographic areas. The new
system offers advantages over existing systems: it is immediately deployable and does not require
knowledge or modifications to the Internet's routing hardware or policies.

"With recent events, such as censorship of Internet traffic, suspicious 'boomerang routing' where data
leaves a region only to come back again, and monitoring of users' data, we became increasingly
interested in this notion of empowering users to have more control over what happens with their
data,” says project lead Dave Levin, an assistant research scientist in the University of Maryland
Institute for Advanced Computer Studies (UMIACS).

This new system, called Alibi Routing, will be presented on August 20, 2015, at the
Association for Computing Machinery Special Interest Group on Data Communication (ACM
SIGCOMM) conference in London. Levin teamed with associate professor Neil Spring and professor
Bobby Bhattacharjee, who have appointments in UMD's Department of Computer Science and
UMIACS, on the paper.

Information transmitted over the Internet, such as website requests or email content, is broken
into packets and sent through a series of routers on the way to its destination. However, users have
very little control over what parts of the world these packets traverse.

Some parts of the world have been known to modify data returned to users, thus censoring
content. In 2012, researchers demonstrated that Domain Name System (DNS) queries that merely
pass through China's borders are subject to the same risk as if the requests came from one of the
country's own residents.

To evaluate their Alibi Routing method, the researchers simulated a network with 20,000
participants and selected forbidden regions from the 2012 "Enemies of the Internet" report published
by Reporters Without Borders - China, Syria, North Korea and Saudi Arabia as well as the three other
countries with the highest number of Internet users at the time of the study - the United States, China
and Japan.

Alibi Routing works by searching a peer-to-peer network to locate "peers", other users running
the alibi routing software that can relay a user's packets to its ultimate destination while avoiding
specified forbidden regions. The peer is called an "alibi." The alibi provides proof calculations that
exploit the fact that information cannot travel faster than the speed of light that at a particular time, a
packet was at a specific geographic location sufficiently far enough away from the forbidden areas
that the data could not have entered them.

If successful, users receive proof that their information reached its desired destination and that
it did not traverse the forbidden regions. Alternatively, the response could indicate that the packets
may have traversed forbidden areas.

Levin says the success rate for Alibi Routing depends on a few things, including how close the
source and destination are to the forbidden region and how central the forbidden region is to Internet
routing.

"There's also a safety parameter that we use. Basically, it's a way for users to select a desired
level of confidence that the packet absolutely does not traverse the forbidden region,” Levin says.



"The larger the safety parameter, the harder it is to find an alibi. The smaller the safety parameter, the
easier it is to find an alibi.”

Based on simulated deployments, the system successfully found an alibi more than 85 percent
of the time. With a small safety parameter, the success rate rose to 95 percent. The results suggest that
users can typically avoid the part of the world they wish to route around, according to Levin.

Users do not always need an alibi, though. If two users are in the same room in Maryland and
they want their information to avoid China, they don't need an alibi to help them; they can just send
the data directly to one another and measure the time it takes to do so.

"For some of the countries we tested, we only needed an alibi about one-third of the time" says
Levin.

The team plans to release a version of Alibi Routing--likely as an Internet browser plug-in for
users to test by the end of 2015.

"The more participants this type of peer-to-peer system has in different geographical locations,
the more useful it will be," says Levin.

Task 2. ConocrasbTre aHrIHiiCKHe CI0BOCOYETAHUS € HX PYCCKMMH IKBUBAJEHTAMH.

offer advantages

information reached its desired destination
search a peer-to-peer network

forbidden areas

threats to open communication

provide proof calculations

research scientist

indicate the packets

HAy4YHBII COTPYIHUK

npeajiaratb NpeuMymieCTBa

MIOMCK OJHOPAHTOBOM CETH

YTPO3BI ISl OOIICHHUS

MpeaAOCTaBUTh TOYHBIC PaCYCThI
3arnpenieHHbIe 00IacTh

OTIPENIEJIATh TAKETHI

UHQOPMAIHsI JOCTHIJIA JKEJIAEMOTO MMyHKTa
Ha3Ha4YCHUA

ONOU A WN R
Se@ e oo0oTw

Task 3. CocraBbre nucbMennoe pepepupoBanue rexcera. (10 nmpeasioskeHuii).

JTan: npoBeaeHne MPOMEKYTOUHOM aTTeCTAIMH 10 JUCHHILUINHE (324€T)

HpOBeI[eHI/Ie l'lpOMe?KyTO'lHOﬁ aTTeCTalluM MPOUCXOAUT B BU/I€ 3auéTa.

IlepeuyeHb NpUMepPHBIX 3aJaHMM IS 3a4€TA.

I. Give an extended answer to the following questions:

What are managed services?

What is included in managed services?

What are the types of managed services?

What are the benefits of managed services?

What is the value of managed services?

What is the difference between managed services and outsourcing?
How does a managed service provider work?

What is a MSP?

What is MSP model?

©CoNooak~wNE

Il Translate the sentences
1. S wmy uHCTpYKIMIO K 3TOMY 000pynoBanuio. Tsl ee He BUEN?
2. TI'me Anexcannp? OH TONBKO YTO YIIEN U3 YHUBEPCUTETA, TIOTOMY YTO OH XOUET IO/IaTh
3asBJICHHE Ha paloTy.
3. TsI yKe 3amoHAT 3asiBIIeHHE HA Kypchl? [IepBbIM 3asSBUTEINSM TAIOT CKHUIKH.



4. D10 000pYAOBaHHUE CIOMAIIOCH, TOTOMY YTO MBI HE 3aHUMAJIUCh €T0 TEX0OCTY)KUBaHUEM
(He MO AEP/KUBANIU €70 B JOJDKHOM TEXHUYECKOM COCTOSIHUM).

5. Moii OIHOTPYNITHUK HE CANl PK3aMEH, TOTOMY UTO MPEIo1aBaTeNb OLEHHI €r0 3HAHUS
HEMPaBUIIBHO.

6. YdeHble HETaBHO MPOBENH UCCIICAOBAHUE U BBIACHUIN: ONITOBOJIOKHO 00JIa1aeT
0COOBIMU CBOHCTBaMH.

7. 51 HegaBHO MO3HAKOMMJICS C 3aMeYaTeNIbHBIM CIIEUAINCTOM B 00JIACTH WH)XEHEPUH, OH
BO3BMET MEHS B KaUECTBE CTaXEPa.

8. Ha BBIXOJHBIX CHIEIMATHCTHI TPOBEPUIIH HKCILUTYaTAllMOHHBIE CBOWCTBA HOBOT'O
YCTPOMCTBA, IPEJHA3HAYCHHOT'O JUIsl 5KOHOMUH SHEPIHH.

Oram: MPOBEICHUE TECKYIIECI0 KOHTPOJIA YCIIEBAEMOCTH 110 THCIHMIIJIMHE B 7 ceMmecTpe.

Cemectp 3
ba3oBblIil Kypc

H.A. becenuna, B.1O. benoycoB. AHMIIUMNACKUN A3bIK 7151 MHXKEHEPOB KOMIBIOTEPHBIX
cereid. [Ipodeccuonanshsiii kype / English for Network Students. Professional Course. — CII6.:
UsnarensctBo «Jlanby, 2013, — 352¢.

Santiago Remacha Esteras. Infotech English for Computer Users. - Cambridge University
Press, 2009.- 170c.

Tema 14. Creative software (Unit 6)
Yemmuwiti onpoc
1.What types of software do you know?
2. How can you design a web-site?
3. What are the advantages of creating 3-D images?

Ipakmuuyeckoe 3adanue: Ilucbmennas paboma
JlekcuKO-TpaMMaTHYeCKUe U IepeBOAHbIe yrpakneHus 1, ctp. 101

Yemuwiu onpoc
1. What is a desktop publishing system?
2. What kind of documents can be produced with a desktop publishing system?
3. What is a PDF?
4. Which program do you need to view a PDF document?

IIpaxmuueckoe 3a0anue: Ilucomennas paboma
Jlekcuko-TpaMMaTHYeCKUe U NepeBoAHbIe yrpaxkHeHus 1, ctp. 105

Tema 15. Programming (Unit 7)
Yemuwiu onpoc
1. What is a programming?
2. What is the difference between coding and programming?
3. What are HTML and CSS?
4. What computer program do people use to write code?

IIpaxmuueckoe 3aoanue: I[lucbmennasn paboma
Jlekcuko-TpaMMaTHYeCKUe U NepeBOIHbIe yrpakHeHus 1, ctp. 121

Tema 16. Dealing with technical problems (Unit 9)
Yemuwiu onpoc
1. What warning signs do you know?




2. What forbidding signs do you know?

IIpakmuueckoe 3adanue : Ilucomennas paboma
Jlekcuko-rpaMMaTHYECKHE U TTepeBOHBIC ypakHeHus 1- 3, crp. 158-163.

Tema 17. The Ethernet (Unit 9-10)
Yemmuwiii onpoc
1. What is the Ethernet? Who first designed and tested the Ethernet?
2. Explain the basic terms “Medium”, “segment”, “node”, “frame”.

3. What are the main functions of the Ethernet?

Ipaxmuueckoe 3adanue: Iucvmennas paboma
Quiz 3. Pp.94-95
Jlekcuko-rpaMMaTHYECKHUE U MTEPEBOAHBIC yIpakHeHus 1-7, crp. 98-99; 1-7, pp. 110-111.

Tema 18. Ethernet Medium (Unit 11)
Vemuoui onpoc (Mumepeoio, denosas uepa) ynp. 8, cmp. 121
1. What is critical to identify the intended recipient of the frame?
2. What does a station do when it first receives the frame?
3. What is interesting about Ethernet addressing?
4. What does the acronym CSMA/CD signify?
Ipakmuueckoe 3a0anue: [lucomennas paboma
JlekcuKo-TpaMMaTHYeCKHE U ITepeBOAHbIe yrpaxkueHus 1-7, crp. 120-121.

Tema 19. Alternative Network Technologies (Unit 14)
Yemmuwiti onpoc
1. What is the most common local area network alternative to Ethernet?
2. What access method does token ring implement?
3. What is FDDI?
4. What are ATM networks suitable for?
5. What are hybrid networks?
Ipaxmuuyeckoe 3a0anue: Ilucomennas paboma
JlekcuKO-TpaMMaTHIeCKHE U ITePEeBOIHbIE yripakHeHus 1-7, crp. 157-1509.

3ananue 1. UYtenne , nepeBoa U pedeprupoBaHne aHII0A3LIYHOI0 TEKCTA

Task 1. IIpouyuTaiiTe TEKCT M YKaKuTe a03a1l, B KOTOPOM FOBOPHUTCS O. ..
-COBPEMEHHBIX yIpo3ax KnbepOe30nacHOCTH;

- cmoco0ax 3amMThl JAHHEBIX;

- OyayIIeM TEXHOJIOTHI.

The Importance of Digital Risk Management
August 24, 2017 by University Alliance
http://www.villanovau.com

In early August, 2015, the Pentagon reported that an email system used by the Joint Chiefs of Staff
had been hacked by an unknown aggressor. This hack joined the growing number of prominent
organizations that experienced a security breach. The information lost posed a financial as well as a



security risk. Verizon's 2015 Data Breach Investigations Report noted that the estimated financial losses
directly resulting from these breaches have totaled approximately $400 million.

The risk of further breaches is expected to increase, particularly as organizations move more of
their data to cloud-based storage. While some of the responsibility for data security rests with cloud
storage providers, the Department of Homeland Security has begun to encourage awareness of
cybersecurity threats for CEOs and small business owners. Knowledge of best practices is increasingly
crucial for all individuals in an economy, not just for dedicated IT teams.

In Lloyd's recent 360 Risk Insight: Managing Digital Risk publication, the financial firm suggested
that "digital risk needs to become a board-level concern." CEOs must acknowledge that an increasing
reliance on technology, including future technologies that further increase interconnectedness, carries
with it a growing risk that organized criminals may hack into servers and seek to exploit stolen data for
financial gain.

Attacks are expected to grow in both frequency and sophistication. While organizations may
employ talented security specialists and utilize software that takes data encryption seriously, organized
hackers may still find access holes. The Internet's global reach allows hackers from distant regions to
execute an attack. Security teams can develop complex defense mechanisms, but this complexity also
increases the possibility that a weakness may be overlooked.

If organizations lack the capacity to properly research threats and implement effective security
solutions, they are advised to seek the services of third-party cybersecurity products or management
teams. The growing field of private cybersecurity response allows smaller organizations, or businesses
without technical know-how, to outsource security management to dedicated specialists.

"There is a need for increased communication, co-operation and collaboration to tackle digital
risk," according to Lloyd's report. From IT teams to executive-level managers, employees at all levels are
encouraged to embrace open collaboration to facilitate up-to-date knowledge and minimize destructive
impacts of even the most skilled hackers.

Many organizations have also begun to orchestrate a response at the structural level. According to
Gartner's 2014 CEO and Senior Executive Survey, a third of large organizations are expected to utilize
a senior digital risk officer (DRO) or equivalent position by 2017. DROs will interface with dedicated IT
security teams to disseminate information on security procedures to organization employees and ensure
that database protection is current and effective given known threats.

The Department of Homeland Security has noted that all organizations should expect to experience
a cyber-attack. Even with strong security systems in place, open information sharing and dedicated
technology officers should help organizations reduce attack frequency and minimize financial losses
when attacks do occur. Organizations may not be able to prevent an attack entirely, but with a suitable
response plan in place, they should be able to respond effectively.

Task 2. Give the equivalents for the following words:

BCTaBHTh B PO3ETKY to loosen screws
BBIKJIFOYNTD wall socket
ITexep electricity supply

3aKPYTHUTHh BUHTBI
HOJICOCANHHUTH K KOMITBIOTEPY
pa3bEM

0CJIaOUTh UIYPYIIBI

BKJIFOYHTH

BUJIKA

3arac 3JIeKTpHYeCcTBa
MOBPEIUTH KOHTAKTHI
po3eTka

plug

to damage pins

to turn/ switch off

to plug in

socket

to tighten screws

to connect to the computer
to turn/ switch on

plug

Task 3. [IpounTaiiTe TEKCT M OTBETHTE MUCHMEHHO HA BONPOCHI:
1. What information did the Pentagon report in August, 2015?
2. What did the Department of Homeland Security begin to do with cybersecurity threats?

3. Are attacks expected to grow?



http://news.verizonenterprise.com/2015/04/2015-verizon-dbir-report-security/
https://www.lloyds.com/~/media/lloyds/reports/360/360%20digital/lloyds_360_digital_risk_report%20%282%29.pdf
http://www.gartner.com/newsroom/id/2794417

4. What has the Department of Homeland Security noted?
5. Are organizations able to prevent an attack?

Task 4. ConocTaBbTe aHIJIHICKHE CJIOBOCOYETAHNUS € MX PYCCKHMH YKBHBAJIEHTAMH:

1. cloud-based storage a. UCIOJIb30BaTh YKPaJICHHbIC TaHHbIC
2. cybersecurity threats IUIS (PUHAHCOBOM BBITOJIBI

3. hack into servers b. 3ammra 6a3 JaHHBIX

4. exploit stolen data for financial gain C. yrpo3bl KubepOe30macHOCTH

5. an increasing reliance on technology d. paspabaThIBaTh CIIOKHBIE MEXAHU3MBI
6. develop complex defense mechanisms 3aIUTHI

7. disseminate information €. pacTyIasi 3aBUCHMOCTh OT

8. database protection TEXHOJIOT I

f. B3moMath cepBepsl
0. pacmpoCTpaHATh UHPOPMAIIHIO
h. obmaunoe XpaHUIIHIIE TaHHBIX

Task 5. IlepeBeauTe TEKCT MHCHMEHHO M MPHIOTOBHTECH K KOHTPOJIIO YTEHHUS.
Task 6. CocraBbTe nucbMenHoe pe)epupoOBAHIE TEKCTA.

JTan: npoBeaeHne MPOMEKYTOUHOM aTTECTAIMH 10 JUCHHILUINHE (324€T)

HpOBeI[eHI/Ie l'lpOMe)RyTO‘lHOﬁ aTTeCTalluM MPOUCXOAUT B BU/IEC 3auéra.

IlepeuyeHb NpUMeEPHBIX 3aJaHMI IS 3a4€TA.

I. Give an extended answer to the following questions:
What do the routers do?
What organization created the first high-speed backbone in 1987?
What does the trunk line have to increase the capacity?
What is the Internet Protocol?
How are the four numbers in an IP address called and why?
What values can each octet contain?
What is the Net section used for?
What does the Host section identify?
Who really owns the Internet?

. Who controls the Internet?

. What is POP?

. What do we use to send a message via the Web?

. How do we call www?

. What can DNS server do?

CoNoOARWNE

e S
N - O

=
W

JTan: NnpoBeJAeHNe TeKyIero KOHTPOJIA ycleBaeMOCTH N0 JUCHMILIMHE B 8 cemecTpe.
Cemectp 3
ba30Bblil KypC

H.A. becenuna, B.IO. benoycoB. AHIIIMICKAN A3BIK I HHKEHEPOB KOMITBIOTEPHBIX
cereid. [Ipodeccuonanbhsiii kype / English for Network Students. Professional Course. — CTI6.:
Uz narensctBo «Jlaub», 2013, — 352¢.

Tema 20. Introduction to Bluetooth
Yemmuwiti onpoc
1. What causes a broadcast storm?




2. What did DEC create to prevent broadcast storms and other unwanted side effects of
looping?

3. What is the function of the spanning-tree algorithm?

4. How long is the bridge ID and what does it contain?

IIpakmuueckoe 3a0anue: Ilucomennas paboma
JlekcuKO-TpaMMaTH4eCKUE U ITepeBOAHbIE yripakHeHus 1-8, ctp. 223-225.

Tema 21.  Introduction to Wi-Fi
Yemmuwiit onpoc

1. What does each system in a typical modern living-room form to talk between the main
unit and peripherals?

2. What does the base do when it is first turned on?

3. What is the most popular security mode included in Bluetooth-enabled gadgets?

IIpakmuueckoe 3a0anue: Ilucomennas paboma
JlekcuKoO-TpaMMaTHYECKHE U ITepeBOAHbIE yripaxkueHus 1-8, crp. 268-270.

Tema 22. Introduction to wireless network (Unit 21)
Yemmuwiit onpoc
1.How do electronic devices communicate with each other?
2. What is Bluetooth? What does it do with small-area networking?

Ilpakmuueckoe 3a0anue: Ilucomennas paboma
JlekcuKoO-TpaMMaTHYeCKHE U ITepEeBOAHbIE yrpaxkHeHus 1-8, ctp. 255-257.
Quiz 4, p. 248-249

Tema 23.  Wireless technology at home (Unit 23-24)
Yemmuwiii onpoc

1.What is WiFi used for?

2. What are the advantages of WiFi?

3. What is the difference between WiFi radios and radios used for walkie-talkies, cell
phones and other devices?

4. What are WiFi hotspots?

IIpakmuueckoe 3a0anue: Ilucomennas paboma
Quiz 5, ctp. 278-279
JlekcuKO-TpaMMaTHYeCKHE U TIepeBOAHbIE yripaxkHeHus 1-8, crp. 283-285; 1-8, pp. 295-297.

KonTpoJuanHas padora Ned

3aganue 1. Urenue, nepeBoa u pedepupoBaHne AHLJIOA3LIYHOIO TEKCTA
Task 1. IpouuraiiTe TEKCT H OTBETHTE MUCHMEHHO HA BOIPOCHIL

1. What is one of the greatest threats to open communication on the Internet?
2. What do recent studies show?

3. What did researchers demonstrate in 2012?

4. Can users avoid the part of the world they wish to route around?

5.What is a peer-to-peer network?

Text



New Internet routing method allows users to avoid sending data through undesired countries

August 19, 2018 by University of Maryland

http://www.sciencedaily.com/

Censorship is one of the greatest threats to open communication on the Internet. Information may

be censored by a user's country of residence or the information's desired destination. But recent studies
show that censorship by countries through which the data travels along its route is also a danger.

Now, computer scientists at the University of Maryland have developed a method for providing concrete
proof to Internet users that their information did not cross through certain geographic areas. The new
system offers advantages over existing systems: it is immediately deployable and does not require
knowledge or modifications to the Internet's routing hardware or policies.

"With recent events, such as censorship of Internet traffic, suspicious 'boomerang routing' where data
leaves a region only to come back again, and monitoring of users' data, we became increasingly
interested in this notion of empowering users to have more control over what happens with their
data," says project lead Dave Levin, an assistant research scientist in the University of Maryland
Institute for Advanced Computer Studies (UMIACS).

This new system, called Alibi Routing, will be presented on August 20, 2015, at the
Association for Computing Machinery Special Interest Group on Data Communication (ACM
SIGCOMM) conference in London. Levin teamed with associate professor Neil Spring and professor
Bobby Bhattacharjee, who have appointments in UMD's Department of Computer Science and
UMIACS, on the paper.

Information transmitted over the Internet, such as website requests or email content, is broken
into packets and sent through a series of routers on the way to its destination. However, users have
very little control over what parts of the world these packets traverse.

Some parts of the world have been known to modify data returned to users, thus censoring
content. In 2012, researchers demonstrated that Domain Name System (DNS) queries that merely
pass through China's borders are subject to the same risk as if the requests came from one of the
country's own residents.

To evaluate their Alibi Routing method, the researchers simulated a network with 20,000
participants and selected forbidden regions from the 2012 "Enemies of the Internet™ report published
by Reporters Without Borders - China, Syria, North Korea and Saudi Arabia as well as the three other
countries with the highest number of Internet users at the time of the study - the United States, China
and Japan.

Alibi Routing works by searching a peer-to-peer network to locate "peers", other users running
the alibi routing software that can relay a user's packets to its ultimate destination while avoiding
specified forbidden regions. The peer is called an "alibi." The alibi provides proof calculations that
exploit the fact that information cannot travel faster than the speed of light that at a particular time, a
packet was at a specific geographic location sufficiently far enough away from the forbidden areas
that the data could not have entered them.

If successful, users receive proof that their information reached its desired destination and that
it did not traverse the forbidden regions. Alternatively, the response could indicate that the packets
may have traversed forbidden areas.

Levin says the success rate for Alibi Routing depends on a few things, including how close the
source and destination are to the forbidden region and how central the forbidden region is to Internet
routing.

"There's also a safety parameter that we use. Basically, it's a way for users to select a desired
level of confidence that the packet absolutely does not traverse the forbidden region,” Levin says.
"The larger the safety parameter, the harder it is to find an alibi. The smaller the safety parameter, the
easier it is to find an alibi."

Based on simulated deployments, the system successfully found an alibi more than 85 percent
of the time. With a small safety parameter, the success rate rose to 95 percent. The results suggest that
users can typically avoid the part of the world they wish to route around, according to Levin.

Users do not always need an alibi, though. If two users are in the same room in Maryland and
they want their information to avoid China, they don't need an alibi to help them; they can just send
the data directly to one another and measure the time it takes to do so.



"For some of the countries we tested, we only needed an alibi about one-third of the time" says
Levin.

The team plans to release a version of Alibi Routing--likely as an Internet browser plug-in for
users to test by the end of 2015.

"The more participants this type of peer-to-peer system has in different geographical locations,
the more useful it will be," says Levin.

Task 2. Jonosnute Taduuuy Tpedywomumucs vactavu peun. IlepeBenure mosiydeHHbIe
(opMsbI Ha pycckuii A3BIK.

Noun Verb Adjective/adverb

communication

transmit

successfully

specific

information

Task 3. ConocrasbTre aHrIMiicKHe CJI0BOCOYETAHUS C HX PYCCKMMH JKBUBAJEHTAMH.

offer advantages

information reached its desired destination
search a peer-to-peer network

forbidden areas

threats to open communication

provide proof calculations

research scientist

indicate the packets

Hay4HbIA COTPYIHUK

npejaraTh NpeuMyIecTBa

MIOMCK OJIHOPAHTOBOM CETH

YTPO3BI ISl OOIICHHUS

[IPEJOCTABUTh TOUHBIE PACUECTHI
3amnpelieHHbIe 001acTH

OTIPENIEIIATh TAKETHI

nHGOPMAaLIUS TOCTHUIIIA )KETAEMOT0 IIyHKTa
Ha3HA4YeHUs

NG~ E
S0 o

Task 4. Beioepute TpedGyemyio ¢popMy IJ1aroJia u nepeBeIuTe NPeIIoKeHnsl HA PYCCKHI A3bIK:

1. The new system (offer, offers) advantages over existing systems: it (has been, is) immediately
deployable and (does not require, will not require) knowledge or modifications to the Internet's
routing hardware or policies.

2. In 2012, researchers (had demonstrated, demonstrated) that Domain Name System (DNS) queries that
merely pass through China's borders (were, are) subject to the same risk as if the requests (will come,
came) from one of the country's own residents.

3. Alibi Routing (works, worked) by searching a peer-to-peer network to locate “peers", other users
running the alibi routing software that (could, can) relay a user's packets to its ultimate destination
while avoiding specified forbidden regions.

4. Based on simulated deployments, the system successfully (finds, found) an alibi more than 85 percent
of the time.

Task 5. Cocrasbre nucbmennoe pedepuposanue rexera. (10 mpeasoxenmii).

3ananue 2. PedepupoBanue PyCCKOA3BIYHOI0 TEKCTA HA AHTJIMHCKOM A3bIKE

Cratbs: A.A. lllyman POCCHUMCKUM PBIHOK TEJIEKOMMYHUMKALIMI //Bextop
HSKOHOMUKH. DJIEKTPOHHBIN Hay4dHbIN xypHaIL. 2018. Nel2.

Bekrop sxonomukn | www.vectoreconomy.ru | CMU DJI Ne @C 77-66790, ISSN 2500-
3666. DnektpoHHbIi pecypce : URL:
http://www.vectoreconomy.ru/images/publications/2018/12/economic_theory/Shuman.pdf



http://www.vectoreconomy.ru/images/publications/2018/12/economic_theory/Shuman.pdf

JTan: npoBeaeHNe MPOMEKYTOYHOI aTTECTAIUU N0 THCHUILTHHE (324€T)

HpOBenelme l'lpOMe)KyTO'lHOﬁ aTTeCTalluM MIPOUCXOAUT B BU/I€ 3ayéra.

IlepeyeHb TUMOBBIX 3aJaHUI 1JIA 324€TA.

I. Give an extended answer to the following questions:
1. What does each system in a typical modern living-room form to talk between the main
unit and peripherals?
What does the base do when it is first turned on?
What is the most popular security mode included in Bluetooth-enabled gadgets?
How do electronic devices communicate with each other?
What is Bluetooth? What does it do with small-area networking?
What is WiFi used for?
What are the advantages of WiFi?
What is the difference between WiFi radios and radios used for walkie-talkies, cell
phones and other devices?
9. What are WiFi hotspots?
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