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1. IIEJIM OCBOEHUM A TUCHUTIJIMHBI

1.1| @opmupoBanue 3HaHUI 00 OCHOBHBIX IOJIOKEHUSIX TEOPUH U MIPAKTUKHU MHGOPMAIIMOHHOHN 0€30II1aCHOCTH; YMEHUH

B 0071aCTH pa3paboTKU U MCIOIb30BAHUS CPEACTB 3AIUTHl KOMIBIOTEPHOI nH(OpMaIiy B mpouecce ee 00pabdoTKH,
Tiepeavyd U XpaHeH!Us B HH()OPMAIIOHHBIX CHCTEMAX; OBJIaJICHIE METOJAMH M TEXHOJIOTUSMH Pa3pabOTKH 3alIUIICHHBIX
HH(OPMAILMOHHBIX CHCTEM; [I0JIyYCHHE HABBIKOB B 00JIACTH aHAJIN3a YSI3BUMOCTEH U PUCKOB B MH(OPMAIIMOHHBIX
CHCTEMaX, a TaKxKe pa3padoTKU Mep MO UX YCTPAaHEHUIO; HIOHUMAaHHE IPHHIINIIOB YIPABICHHS JOCTYIIOM K
HH(OPMAILMOHHBIM PECYpCcaM M METO/IOB ayTeHTH(HKALMU U aBTOPH3ALIUH N0JIb30BATEIIEH y CTYICHTOB MPOMIIS
MIOATOTOBKHU — be30macHOCTh HH(pOPMAIMOHHBIX CHCTEM M TEXHOJIOTH.

HNPUMCHATH COBPEMCHHBIC METO/IbI 1 CPEACTBA 3AIUTHI I/IH(bOpMaIII/II/I B BBIYMCIIMTCIIbHBIX CUCTEMAX U CCTAX, KOMITETeHIIUH

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OOII

Huxn (pazgen) OOIL: |Bl.B.£[B.02

2.1/ TpeGoBanus K mMpeIBApUTEIbHOI MOATOTOBKE 00y4aK0IIerocsi:

2.1.1|udopmarrorHas 6€30macHOCTb U 3aliuTa HHYOPMAIHU

2.1.2|TIporpaMMHO-anmapaTHbIe-CpecTBa oOecneyeHus] HHHOPMAIMOHHON 0e30MaCHOCTHIO

2.1.3|Cetu DBM

2.1.4|Be3omnacHocTh 6a3 JaHHBIX

2.1.5|OcHOBBI HHPOPMALTHOHHOM OE30MTACHOCTH

2.1.6|ITporpaMMHO-anmapaTHbIe-cpecTBa oOecreyeHus] HHYOPMAIMOHHON 0€30MaCHOCThIO

2.1.7|be3onacHoCTh 0a3 JaHHBIX

2.1.8| OcHoOBBI HH(POPMALIMOHHOM O€301MacCHOCTH

2.2| IMcOMIUIMHBI U IPAKTUHKH, JUIsI KOTOPBIX 0CBOEHUE IAHHOW THCHUTITUHDBI (MOLYJIs]) HEOOXOTUMO KAK
npeanecTBywuiee:

2.2.1|be3onacHOCTh HHPOPMALIMOHHBIX CHCTEM

2.2.2| Opranu3aioHHO-ITPaBOBOE OOecreueHre NHHOPMAIIMOHHBIX CUCTEM

2.2.3| be3onacHOCTh HHPOPMAIIMOHHBIX CHCTEM

2.2.4| Oprann3anroHHO-TIPAaBOBOE oOecriedeHre MHPOPMAITMOHHBIX CHCTEM

3. KOMIIETEHI[IY OBYYAIOIIET OCSI, POPMUPYEMBIE B PE3YJIbTATE OCBOEHUS JUC LTI TAHBI
(MOJLYJIST)

IIK-17.1: leMoHCTPUPYET 3HAHUS METOA0B OPraHU3alUU Pa3padoTKH, BHEPEHHs, U CONPOBOKAeHUA HHGOPMAILIHOHHOIi
CHCTEeMBI C Y4eTOM TpedoBanue nHGpopMaIMOHHOH He30macHOCTH

IIK-17.2: IIpuMeHsieT Ha NPAKTUKE MeTObl OPraHU3ALUHU Pa3pPadOTKH, BHEAPEHHUS, U CONPOBOKACHUSI MHGOPMALIMOHH O
CHCTEeMbI C Y4eTOM TpedoBanue nHGpopManuoHHOH He30macHoCTH

IIK-17.3: BeinosansieT pa3pa6oTKy, BHePeHHE, U COMPOBOXKIeHHe HH(POPMAIMOHHOM CHCTEMBI ¢ Y4eTOM TpedoBaHHe
uHpopManHoHHOIi 6e30macHOCTH

IK-16.1: /IleMoHCTpUpYeT 3HAHUSI METOI0B AHAJIN3A 3AIIUIIEHHOCTH HH()POPMAIMOHHBIX CHCTEM

ITK-16.2: IIpumeHsieT HA MPAKTHKe METOAbI MPOBEIEHUS AHAIN3A 3aIMIIEHHOCTH HH(OPMAIIMOHHBIX CHCTEM

IIK-16.3: IIpoBoauT aHAIN3 3AIUMILEHHOCTH HH(OPMAIIMOHHBIX CHCTEM

IK-5.1: JlemoHCcTpUpYyeT 3HAHMSA 3TANOB, METO0B ¥ TEXHOJIOTH 110 CO3AaHNI0 (MOAMPUKAINH) MHPOPMAIIMOHHBIX CHCTEM




IIK-5.2: Pa3pa6aTpiBaeT 1 MoquuuupyetT HH(POPMAIMOHHbIE CHCTEMBI

IIK-5.3: ConpoBo:kaaer uHGOPMAUHOHHbIE CHCTEMbI

B pe3yiabTare 0CBOCHHS AMCHUILIMHBI 00y4alOMUiics J0/KeH

3.1

3HaTh:

3.1.1

OCHOBHBIE TIOHATHS B 001aCTH HHHOPMAITMOHHOH Oe3omacHocTH; COBpEeMEHHBIE METOIbI M CPECTBA 3aLIUTH HHHOpMAIHU
B BBIYMCIIMTENBHBIX CUCTeMaX U ceTsiX; OCHOBHBIE METO/IbI Ay TeHTH(HKAIIMY 1 aBTOPU3AIMHU MTOJIb30BaTeNeil; YTpo3bl
MHQOPMAMOHHOW 0€30MaCHOCTH M METOJIbI X NPEIOTBPAIlCHNUs; TEXHUKN aHa3a YA3BUMOCTEH U METOIBI
IPEeNOTBPAILCHNS aTaK Ha HH(OpPMAaIMOHHBIE cucTeMbl; OCHOBHBIE METOJIBI M CPENICTBA OOHAPYKEHHS BTOP)KEHHH;
TeXHUKHM MHIIMJEHTHOT'O pearnpoBaHusl M BOCCTAaHOBJICHUS HH(OpMALIUH.

3.2

YMmerh:

321

Pa3pabaThIBaTh U KCIONIB30BATH CPEACTBA 3AIUTHI KOMIIBIOTEPHOH HH(OPMAIMHU B Ipoliecce ee 00paboTKH, epenadu u
XpaHeHHs1 B THPOPMAMOHHBIX cucTeMax; OLeHNBaTh YPOBEHb 3aIUTHI KPHIITOrpahUUSCKUX CHCTEM H BBIOUPATH
noaxoAsAue METOAbI B 3aBUCHUMOCTH OT KOHTCKCTA UCIIOJIb30BAHMA, AHaJ'[I/ISI/IpOBaTB YA3BUMOCTH I/IHq)OpMaHI/IOHHBIX
CHCTEM U pa3padaThIBaTh MEPHI [0 HX MpenoTBpanieHui0; COBMECTHO padoTaTh B IPYIIIe AJIs PEIICHUs 3a/1a4, CBSI3aHHBIX C
obecriedeHrneM 0e30MaCHOCTH HH(QOPMAIIMOHHBIX CUCTEM M TEXHOJIOTHH.

3.3

Baagern:

33.1

HaBbikamu aHann3a ys3BUMOCTH HH(GOPMALIMOHHBIX CHCTEM U pa3pabOTKH IJIaHa Mep 10 00ECIIEYCHUI0 X 0E30MaCHOCTH;
HaBbIkaMu OLIEHKH PUCKOB, CBS3aHHBIX C UCTIOIb30BAaHUEM HH(POPMAIIMOHHBIX CUCTEM M TEXHOJIOTHI, M pa3pabOTKH TUIaHa
X MUHUMHU3anud; HaBbikaMu cpaBHEHUS, BBIOOpA U UCIIONB30BAHMUSI CPECTB 3aIUThH HHOOPMALIUH B 3aBHCHMOCTH OT
3aja4 U YCIOBUI UX MpUMEHeHus; HaBbIkaMu aHAM3a U TECTUPOBAHUS CUCTEM 3aIllUThl HH()OPMAINH C [ETbI0
onpeneseHus ux 3QPEKTHBHOCTH M 00CCIICUCHNUS MX HAJEKHOCTH; METOJAMH U CPEICTBAMHE 3alUThl HHYOPMALHH U
yIpaBJICHHs PaBaMH UCTIOIb30BaHUS HHPOPMAMOHHBIX PECYPCOB MPH Mepenade KOHOUACHIHATHHONW HH(POPMAIIUH 1O
KaHaJlaM CBSI3M, YCTAHOBJICHHUH MOUTMHHOCTH aBTOPA IIEPeIaBacMbIX COOOIICHHIA.

4. CTPYKTYPA U COJEPKAHUE JUCLATIIMHBI (MOIY.JIs])

Kon HaumenoBanmue pasznesios u Tem /Buj | Cemectp /| YacoB | Komneren- | Jlureparypa IIpumeyanue
3aHATHSA 3aHsATHS/ Kypc 17000
Pa3nen 1. Cucrems! ayTenTUhUKAIIUN
1.1 Buns! ayrentudukarmu. [IpoTokons 7 4 IK-5.1 TIK- JI1.1J11.2
ayTeHTH(UKAIUH B ceTsX. /JIex/ 5.2 1IK-5.3 | JI1.3J12.1 J12.2
MK-16.1TIK | JI12.3J13.1 J13.2
-16.2 TIK- JI3.3713.4
16.3 TIK- 013233 54
17.1 TIK-
17.2 TIK-
17.3
12 Yrpo3bl ¥ 3a1KTa OT aTak Ha 7 4 ITK-5.1 TIK- JI1.1J11.2
ayreHtudukarmo. /TIp/ 5.2 TIK-5.3 | JI1.3J12.1 J12.2
IK-16.1TIK | JI2.3J13.1 JI3.2
-16.2 TIK- JI3.3713.4
16.3 TIK- 013233 54
17.1 TIK-
17.2 TIK-
17.3
1.3 Bupe! ayrentudukarmu. [IpoTokos 7 5 TIK-5.1 TIK- JI1.3J11.2
ayteHTH(uKanuy B ceTsx. /Cp/ 5.21IK-5.3 [ JI1.1J12.3J12.1
MK-16.1TIK | JI2.2J13.1 J13.2
-16.2 TIK- JI3.3J13.4
16.3 TIK- 013233 54
17.1 TIK-
17.2 TIK-
17.3
Paznen 2. Cucrembl pa3rpannyeHust
NpaB J0CTyna




2.1 Konuenmus npusuneruii B 4 IIK-5.1 IIK- JI1.3 J11.1
cucreme.MoJielu pa3rpaHHYCHHUS [TPaB 5.2 IK-5.3 |JI1.2J12.3 J12.1
nocryna. /Jlex/ TIK-16.1 IIK | JI2.2J13.1 J13.2

-16.2 TIK- JI3.3J13.4
16.3 TIK- 210233 54
17.1 TIK-
17.2 TIK-
17.3
22 O6xop mpaB nocrymna. /lp/ 4 MK-5.1TIK- | JI1.3 JI1.1
5.2 IK-5.3 |JI1.2J12.3 J12.1
TIK-16.1TIK | JI2.2J13.1 J13.2
-16.2 TIK- JI3.3J13.4
16.3 TIK- 2102033 54
17.1 TIK-
17.2 TIK-
17.3

2.3 Konuenmus npusnieruii B 5 I1K-5.1 IIK- JI1.3 JI1.1
cucreme.MoJienu pa3rpaHHYeHHs [TPaB 5.2 TIK-5.3 |JI1.2J12.3 J12.1
nocryna.O6xon npas gocryna. /Cp/ TIK-16.1TIK | JI2.2J13.1 JI3.2

-16.2 TIK- JI3.3J13.4
16.3 TIK- 2102033 54
17.1 TIK-
17.2 TIK-
17.3
Pazgen 3. CucreMbl 00HApPYKEHHUS aTAK

3.1 MeTo/ibl OOHAPYKCHHUSI aTaK U 4 IIK-5.1 TIK- JIT.3J11.1
BTOPKEHUI. TEXHOIOrMM MOHUTOPUHTA 5.2TIK-5.3 | JI1.2J12.3 JI2.1
cereBoro tpaduka. /Jlex/ IK-16.1 TIK | JI2.2J13.1 JI3.2

-16.2 TIK- JI3.3J13.4
16.3 TIK- 210203354
17.1 TIK-
17.2 TIK-

17.3

32 Hurerpamnus COAB B cuctemy 4 TIK-5.1 TIK- JI1.3J11.1

oe3omacuoctu. /Ilp/ 5.21TIK-5.3 |JI1.2J12.3 J12.1
MK-16.1 TIK | J12.2J13.1 JI3.2
-16.2 TIK- JI3.3J13.4
16.3 TIK- 212233 54
17.1 TIK-
17.2 TIK-
17.3

33 MeTto1p1 O0OHApPYKEHUS aTaK U 10 TIK-5.1 TIK- JI1.3 J11.1
BTOp>KeHUI. TeXHOIOrMM MOHUTOPHUHTA 5.2TIK-5.3 | JI1.2J12.3 JI2.1
ceresoro Tpaduka. Uurerpamus COAB B [IK-16.1 I1K | JI2.2J13.1 JI3.2
cuctemy OezonacHoctu. /Cp/ -16.2 TIK- JI3.3713.4

16.3 TIK- 212253 54
17.1 TIK-
17.2 TIK-
173
Paznen 4. Aynur 6e30nmacHoCTH

4.1 Merononoruu nNpoBeICHUs ayauTa 4 IIK-5.1 TIK- JI.3 7111
Oe3omacHoCTH. PearupoBanue Ha 5.2TIK-5.3 |JI1.2J12.3 J12.1
WHIMJCHTHI 1 BOCCTaHOBJIEHUE. /JIek/ MK-16.1 TIK | J12.2J13.1 JI3.2

-16.2 TIK- JI3.3J13.4
16.3 TIK- 210233 54
17.1 TIK-
17.2 TIK-
173
42 Iomutnka 6e3omacuoctu. /IIp/ 4 IIK-5.1 IIK- JI1.3J11.1
5.2TIK-5.3 | JI1.2J12.3 J12.1
MK-16.1 TIK | J12.2J13.1 JI3.2
-16.2 TIK- JI3.3J13.4
16.3 TIK- 2122053 54
17.1 TIK-
17.2 TIK-

17.3




43 Mertoos10riuy IPOBEACHUS ayAUTa 7 5 TIK-5.1 TIK- JI1.3 J11.1
6e3omacHocTH. PearnpoBanue Ha 5.2 IK-5.3 | JI1.2J12.3 J12.1
HHIUJIEHTH 1 BOCCTAaHOBJICHHE. IIK-16.1 TIK | J12.2J13.1 J13.2
[Monutrka 6e3omacuoctu. /Cp/ -16.2 IIK- JI3.3J13.4

16.3 TIK- 21322 93 B4
17.1 TIK-
17.2 TIK-
17.3
Paznen 5. PaGora Hag npoekTomM
5.1 CamocTosiTenbHas padoTa HaI IPOSKTOM. 7 15 ITK-5.1 ITK- JI1.3 J11.1
/Cp/ 5.2TIK-5.3 | J11.2J12.3 J12.1
ITK-16.1 TIK | J12.2J13.1 J13.2
-16.2 TIK- JI3.3J13.4
16.3 TIK- 2139233 B4
17.1 TIK-
17.2 TIK-
173
Paznen 6. 3auer
6.1 3auer /3auét/ 7 0 MK-5.1TIK-|  JI1.3 JI1.1
5.2TIK-5.3 | JI1.2J12.3 J12.1
ITK-16.1 TIK | JI2.2J13.1 J13.2
-16.2 TIK- JI3.3713.4
16.3 TIK- 21322323 B4
17.1 TIK-
17.2 TIK-
173

5. OHEHOYHBIE CPEJICTBA

5.1. OlIeHO'-lHLIe MaTepHuaJibl IJH TEKYIIETro KOHTPOJHA U IIpOMe)KyTO‘lHOﬁ aTreCTalluu

Hpe,E[CTaBJ'IeHLI OTACIbHBIM JOKYMEHTOM

5.2. OueHquue MaTepuaJbl 1JId JHATHOCTUYECCKOI0 TECTUPOBAHUA

Hpe,I[CTaBJ'I €HBI OTACIIBHBIM JOKYMCHTOM

6. YYUEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHHUE JUCHUIIIMHBI (MOAY JIS)

6.1. Pexomenayemas aureparypa

6.1.1. OcHoBHasi IMTEpaTypa

ABTOPBI, COCTABUTENN 3armaBue W3narensctBo, Tox | Kommd-Bo
JI1.1 |bapanosa E.K., babam |HMudopmarrionHas 6€30MacHOCTS U 3a1UTa HHHOPMAIUU: Mocksa: 1
AB. VYuebroe mocobue W3 narensckuii
[enrp PUO[
2018,
JI1.2 |3enkoB A. B. Nudopmanuonnas 6€30MacHOCTb U 3aIIUTa HHPOPMALIUH: Mocksa: FOpaiit, 1
YuebHoe mocobue i By30B 2022,
JI1.3 |Anexnepos U. I1, Hudopmanuonnas 6e301acHOCTb U 3alllUTa HHPOpMALUK B Pocros-na-/lony: 1
Xpawmos B. B., U(PPOBOI SIKOHOMHUKE JIEMEHTHI TEOPUH U TecToBbIe 3ananus: |UYbull, 2020,
lopbaueBa A. A., yueOHOoe mocooue
domuues /. C.
6.1.2. lonotHuTeIbHAS JIMTEPaTypa
ABTOpBI, COCTaBUTENN | 3arnaBue W3pnarensctBo, rog | Komuu-Bo




ABTOpBI, COCTABUTEIH 3arnaBue WznarensctBo, Tog | Kommu-Bo
JI2.1 |Kpamapos C.O., Kpunrorpaduueckas 3amura nadopmanum: Yuebnoe nocodne |Mocksa: 1
Tumenko E.H. W3narenscknit
Lientp PUO(2018,
J2.2 |PKyk AIL, Kyk EILl.  |3ammra nadopmanun: YuebHoe nocobue Mockaa: 1
Wz natensckuii
Ientp PUO[2018,
http://znanium.com/
£0.php?id=937469
JI2.3 |lllanbrun B. ®. KomruiekcHas 3amura iHQOpMAIHK B KOPIIOPATHBHBIX Mocksa: 1
cucremax: YuyeOHoe nmocodue Uznarenbckuii Jom
"®OPYM", 2018,
6.1.3. Metoauyeckune pa3padoTku
ABTOpBI, COCTaBUTENIN 3arnaBue MsnarensctBo, rog | Kommuu-Bo
JI3.1 |®omun . B. MudopmanmonHas 6e30MacHOCTD U 3aluTa HHQopMaIuu: Caparos: By3osckoe 1
CHEUAIM3UPOBAHHBIE aTTECTOBAHHBIE IPOIPaMMHBIE U obpazoBanue, 2018,
IpOrpaMMHO-aMNMapaTHbIE CPEICTBA: Y YeOHO-METOJUIECKOE
nocobue
JI3.2 |MopryHos A. B. MHupopmannonHas 6€30MacHOCTh: Y4eOHO-METOAMYECKOS HoBocubupck: 1
mocooune HI'TY, 2019,
JI3.3 |Hukynun B. B. Mudpopmannonnas 6e3omacHoCTh. JlTabopatopHblii mpakTHkyM: |BbpsiHck: BpsHckuii 1
y4eOHO-MEeTOANYECKOE TocoOue i CTyAeHTOB HanpaBnenus [[AY, 2021,
noarotoBkd 09.03.03 npuknanHas uHbOpPMATHKA
JI3.4 |®Domun . B. MupopmannonHas 6e30MaCHOCTb: YUeOHO-METOIUIECKOEC Caparos: By3osckoe 1
nocobue o aucuunae «MHadopmanronnas 6e3onacHocts»  |oOpaszoBanue, 2018,
JUI CTYIGHTOB SKOHOMHYECKUX CIIEHHATIbHOCTEH 3a04HOM
(hopmbI 00yUeHUS
6.2. [lepeyens pecypcoB HH(POPMALUOHHO-TEJIeKOMMYHUKAUOHHOI1 ceTu ""UnTepHeT"
31  |«SecurityLaby
32 [«WebGoat»
33  [«Damn Vulnerable Web Application»
34 |«OWASP Juice Shop»

6.3.1 [lepevyeHb MPOrpaMMHOT0 0O0ecedeHUsI

6.3.1 ]| Onepanonnas cucrema Windows, [TakeT mporpamm Microsoft Office 6ecpouno

6.3.2 Ilepeuenb HHGOPMAMOHHBIX CIIPABOYHBIX CHCTEM

6.3.2.]| CIIC «Koncynprantllmrocy; CIIC «I"apant»

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIJIUHBI (MOAYJIS)

7.1

Jlng npoBeieHNs JIEKIMOHHBIX 3aHATHH HEOOXO0IMMa ayAUTOPHS, OCHAILICHHAS! KOMIIBIOTEPOM M MYJIbTUMEIUHHBIM
obopynoBanueM. [ mpoBeAeHUS 1a00paTOPHBIX 3aHATHI HEOOXOAMM KOMIIBIOTEPHBIH KJ1acc, 000pyAOBaHHBIH TEXHUKON
U3 pacyera OJIMH KOMIBIOTEP Ha OAHOro o0yyaromerocs, ¢ 00ycTpoeHHbIM pab04YuM MECTOM IIpernojaaBaTens. TpedytoTcs
MePCOHANBHBIC KOMIIBIOTEPHI ¢ porpaMMHbIM obecnieueHreM MS OFFICE,nokanbHast BBIMUCIUTENBHAS CETh C BBIXOIOM B
rinobanpHyo ceThb Internet.
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