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pa3paboTana B cootBercTBHH ¢ DI'OC:

®denepanbHbIi rOCYAapCTBEHHBII 00pa30BaTeNIbHBIN CTaHAAPT BBICIIET0 00pa30BaHus - OaKalaBpUaT 110 HAIPaBJICHUIO ITOJrOTOBKU
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HNHdopMaTHKH 1 BEIYACIUTEILHON TEXHUKH

3aB. kadenpoii k.¢.-m.H., noueHt JIsicenkosa C.A.



1. IIEJIM OCBOEHUM A TUCHUTIJIMHBI

1.

—_

(hopMupoBaHHe 3HAHUH 00 OCHOBHBIX MOJIOXKEHHUAX TEOPUH U MPAKTUKU HH(GOPMAIMOHHOH 6€3011aCHOCTH; YMEHUI
HPHMEHSTH COBPEMEHHBIE METOIbI H CPEACTBA 3AIUTHI MH(POPMAIUU B BEIYUCTUTEIHBIX CHCTEMAX U CETSIX; KOMITCTCHITHIA
B 00macTH pa3pabOTKM M HCTIOIb30BaHUS CPEJICTB 3aIUTHI KOMITBIOTEPHOH NH(OPMAILNHK B TIpoIiecce ee 00paboTKy,
Hepenav U XpaHeH:s B MH(GOPMAITMOHHBIX CHCTEMaX; IIOHIMAHNS OCHOBHBIX KOHIENIUH 1 TIPUHIUIIOB TEOPUH
KOJMPOBaHUS HH(POPMAIUH; YMEHHI aHATU3UPOBATh U ONITHMH3UPOBATh PaOOTY CHCTEM KOAUPOBAHUSA C YIE€TOM IOMEX H
omMOOK Iepeauy HHGOpPMauy; YMEHHIT aHATM3UPOBATh U OLICHUBATH YPOBEHB 3AIUTHI KPHITOrPa(QUIECKUX CHCTEM, H
BBIOMPATH MOAXOIINE METO/BI B 3aBUCMOCTH OT KOHTEKCTA UCIIONB30BaHUS y CTYAEHTOB MPOMUIIS HOATOTOBKH —
BesonacHoCTh HH(OPMAIIMOHHBIX CHCTEM H TEXHOJIOT Ui

2. MECTO JUCHUIIIMHBI B CTPYKTYPE OOII

Hukin (pazgen) OOIL:

[51.B.01

2.1

TpebGoBanus K NMpeaBapuTeIbHOI NOATOTOBKE 00y4YaloIerocs:

2.1.1

MNudopmaruka u UKT B 00beMe nporpaMMbl CpeTHEH HIKOITBI

2.2

HHCH“HJ’[HHLI H MPAKTUKH, IJIA KOTOPBIX OCBOCHMWE ZlaHHOﬁ JAUCHMUIIJINHDBI (MOI[y.]'lﬂ) HeOﬁXOI[l/lMO Kak
npeauecTBYIONee:

221

Besomacuocts 6a3 JAHHBIX

222

Cetu DBM

3. KOMIIETEHIIUA OBYYAIOHIET'OCs1, @OPMUPYEMBIE B PE3YJIBbTATE OCBOEHUS JUCIIMITJINHBI

(MOJY.JIST)

IIK-4.3: O6ecneunBaeT MHPOPMAIMOHHYIO 0€30MACHOCTH

B pe3yabTate 0cBOeHHS TUCHUIIINHBI 00YYaIOIMIMIACS 10KEH

3.1

3HaTh:

3.1.1

OcHOBHBIE OHATHA B 00J1acTH HHPOPMAIIMOHHO Oe30omacHocTH; COBpeMEHHbBIE METO/IBI U CPEJICTBA 3aLUThHI HH(POPMALIUU
B BBIYMCIIMTENIFHBIX CUCTEMaX U ceTsX; OCHOBBI KpunTorpaguu U TEOPHH KOAUPOBAHUS HHYOPMAIN; YTPO3bI
MHPOPMAIIMOHHOM 0€30MacHOCTH ¥ METO/IbI X MPEeNOTBpalleHus; HopMaTuBHBIC IPaBOBBIE aKThI, PETYJIUPYOLIIE
BOIPOCHI Oe30macHOCTH nHpopManun; MaremMaTiHueckne OCHOBBI KPHITOTpad iy, OPraHu3alMOHHbBIE, TCXHHYECKUE 1
MIPOTPaMMHBIE METO/IbI 3AIUTHI U aHAJIH3a HHPOPMAIMH B COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEMaX.

3.2

YMeTh:

3.2.1

PaspabaTbiBaTh U HCIIOJIB30BATH CPEIICTBA 3AIMTHI KOMITLIOTEPHON HH(OpMAIIMHU B Mpolecce ee 00paboTKH, iepeiaun U
XpaHeHHs B MHPOPMALMOHHBIX CUCTeMaX; AHATU3UPOBATh H ONMTHMHU3UPOBATh PabOTy CHCTEM KOJUPOBAHHS C yIETOM
noMex u oImuboK nepenaun nedopmanun; OLEHUBATH YPOBEHb 3AIUTH KPUITOrPAHICCKUX CUCTEM U BHIOHPATH
MOAXOMSAIINAE METO/IBI B 3aBUCHMOCTH OT KOHTEKCTA MCIOIb30BaHust; COBMECTHO pabOTaTh B IPYIIIE IS PELICHUS 3314,
CBsI3aHHBIX C oOecnieueHreM 0e30MacHOCTH HHPOPMAI[MOHHBIX CHCTEM U TEXHOJIOTHIA.

4. CTPYKTYPA U COAEP KAHUE JUCHUIIIMHBI (MO1Y JIST)

Kon HaumenoBanmue pasjesios u TeMm /Buj | Cemectp/ | Yaco | Komneren- | Jlureparypa IIpumeyanue
3aHATHSA 3aHATHSI/ Kypc 187008
Paznen 1. llonsaTue nngopmauuoHHoOi
0e30m1acHOCTH
1.1 OCHOBHBIE TOHATHUS THOOPMALIOHHOM 1 1 I1K-4.3 J1.1
6e3zomacHoctu. /Jlek/ JI1.2J12.1J13.1
22
1.2 Opranu3anuoHHO-TIpaBoBas 6aza. /Jlex/ 1 2 T1IK-4.3 JI.1
JI1.2J12.1J13.1
22
Pa3nen 2. OcHOBBI TEOpHUH
KOJIUPOBAHMS
2.1 MopenupoBaHue HCTOUHUKOB 1 1 TIK-4.3 JI1.1
cOoO0OIIeHUH U KaHaloB CBsi3u. /JIek/ JI1.2J12.1J13.1
22




22 MonenupoBaHre HCTOYHHKOB COOOLICHU I I1IK-4.3 JI1.1
1 KaHaynoB cBs3u. /J1a6/ JI1.2J12.1J13.1
22
23 MozenupoBaHue UCTOYHUKOB COOOIEHUI
1 KaHasoB cBs3u. /Cp/ 22
24 IMonsTre xoxupoBanus /Jlex/ [1K-4.3 J.1
JI1.2J12.1J13.1
32
2.5 TTonsitue xoaupoBanus /Cp/
22
2.6 IonsTne xomuposanust /J1ad/ I1K-4.3 J1.1
JI1.2J12.1J13.1
2
2.7 Cxumaromue kofsl. /JIex/ I1K-4.3 J1.1
JI1.2J12.1J13.1
32
2.8 ITomexoycroiiunBbie Koabl. /Jlex/ [1K-4.3 J.1
JI1.2J12.1J13.1
2
29 IpakTuka komuposanus /J1ad/ [1K-4.3 .1
JI1.2J12.1J13.1
32
2.10 Ipaxtuka koguposanus /Cp/ [1K-4.3 J.1
JI1.2J12.1J13.1
2
Paznean 3. 3amura
KOH(pHIeHNHATBHOCTH
3.1 Wcropus kpunrorpaduu. /Jlex/ [1K-4.3 J.1
JI1.2J12.1J13.1
22
32 IIpakTuxa muppoBaHUs U KPUITOAHAIU3A I1IK-4.3 J1.1
/JTab/ JI1.2J12.1J13.1
22
33 IIpaxTuka mudpoBaHus 1 KPUIITOAHAIII3A [1K-4.3 J.1
/Cp/ JI1.2J12.1J13.1
22
34 CoBpemennsle muppcucTeMsl. /Jlex/ [1K-4.3 JI1.1
JI1.2J12.1J13.1
2
35 Cospemennsie mudpcuctemst. /J1ad/ I1K-4.3 J1.1
JI1.2)12.1J13.1
2
3.6 Cospemennslie mmudpcucremst. /Cp/ I1K-4.3 JI1.2J12.1J13.1
22
3.7 Creranorpous. /Jlex/ I1K-4.3 J1.1
JI1.2J12.1J13.1
22

Pa3nen 4. 3amura 10cTyNNHOCTH




4.1 CereBble TexHosoruu /Jlex/ 1 1 [1K-4.3 J1
JI1.2J12.1713.1
22
42 CucteMbl pa3rpaHU4eHHs [IPaB AOCTYIIA. 1 1 I1K-4.3 JI1.1
/JTex/ JI1.2J12.1J13.1
32
43 TIporokoset AAA. /Jlex/ 1 1 [K-4.3 J1
JI1.2J12.1J13.1
22
Paznen 5. Pabora Hax npoekTom
5.1 CamocTosiTenbHast padoTa HaJl IPOEKTOM 1 12 [1K-4.3 JI1.1
/J1a6/ JI1.2J12.1J13.1
32
52 CamocTosiTenbHas paboTa HaJl POSKTOM 1 39 [K-4.3 JI1.1
/Cp/ JI1.2J12.1J13.1
22
53 /Kontp.pab./ 1 13 I1K-4.3 JI1.1
JI1.2J12.1J13.1
22
54 /Ox3amen/ 1 14 [K-4.3 J1.1
JI1.2J12.1713.1
22

5. OHEHOYHBIE CPEJCTBA

5.1. OueHouHble MaTepHuaJjbl VI TEKYIIEro KOHTPOJIA U l'lpOMe)KyTO‘lHOﬁ arTrecranuu

HpCJICTaBJ'IeHLI OTACIIBHBIM TOKYMEHTOM

5.2. OueHouHbIE MaTepHaJibl I AMArHOCTUHYECKOI'0 TECTUPOBAHUA

HpCZ[CTaBJ'ICHI:I OTACJIbHBIM JOKYMEHTOM

6. YYUEBHO-METOAUYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHHUE JTUCHUIIIMHBI (MOY JIST)

6.1. Pekomenayemas iuteparypa

6.1.1. OcHoBHas1 TUTEpPaTypa

ABTOpI)I, COCTaBUTECIIN 3arnasue I/ISH&TGJ’IBCTBO, roqg Komnu-Bo

JI1.1 |3enxos A. B. NudopmarronHas 6€30MacHOCTS U 3al[UTa HHPOPMALIUK: Mocksaa: FOpaiir, 1
yueOHoe mocoOue i By30B 2023, 3eKTpOHHBII

pecypc

JI1.2 |IHanbrux B.®. HudopmarronHas 6€301aCHOCTb KOMIBIOTEPHBIX CUCTEM U Mocksa: 1
ceteit: YueOnoe mocobue Wznarensckuii JJom
"®OPYM", 2023,
3EKTPOHHBII

pecype

6.1.2. lonotHuTeIbHAS JINTEPATypa

ABTODBL, COCTABUTENU 3arnasue W3 patensctBo, rox | Komuu-Bo
JI2.1 |Cprues IO. H. 3amuTa nHGopMany 1 HHGOPMAIIMOHHAsI 0€30I1aCHOCTb! Mocksa: UHDPA- 10
yueOHoe mocobue M, 2023

6.1.3. MeTtoanueckue pa3padéoTku

ABTODBI, COCTaBUTENN 3arnaBue MznatensctBo, rog | Komuu-Bo




ABTOpBI, COCTABUTENN 3arnaBue WznarensctBo, rox | Komuu-Bo
JI3.1 |MopryHos, A. B. HudopmanmonHas 6€301MacHOCTh: yueOHO-METOANYECKOE Hosocubupck: 1
nocooue HoBocubupckuii
TOCYAapCTBECHHBIN
TEXHUYECKUN
yauBepcuret, 2019,
3JICKTPOHHBIN
pecypc
6.2. [lepeuenn pecypcoB HH(POPMAIMOHHO-TEJIEKOMMYHUKAHOHHOI ceTn ""UHTepHeT"
31  [«SecurityLaby https://www.securitylab.ru/
32  |«The Hacker News» https://thehackernews.com/
6.3.1 [lepevyeHs MPOrpaMMHOT0 0OGecTIedeHUsI
6.3.1.1] Oneparonnas cucrema Windows
6.3.1.2 Taker mporpamm Microsoft Office
6.3.2 TlepeueHb HH(POPMAIIMOHHBIX CIIPABOYHBIX CHCTEM
6.3.2.1 CIIC «KoncynpranTllimtocy - www.consultant.ru/
6.3.2.4 CIIC «KoncynsrautlLimtoc» - www.consultant.ru/
7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHbBI (MOYJIST)
7.1| YueOnas aymuTopus 1Jis TPOBEACHHS 3aHATHI JICKIIMOHHOTO TUIIA, 3aHATHIH CEMUHAPCKOTO TUTIA (JJa00paTOPHBIX 3aHSTHH),
IPYIIOBBIX U UHUBUIYaTbHBIX KOHCYJIBTAILIUI, TEKYIIETO KOHTPOJIS U MPOMEXKYTOUHO aTTeCcTallny.
7.2| OcHameHa: KOMIUIEKT CeNUaT3uPOBaHHON yueOHOM Mebenn, MapKkepHas (MeNnoBasi) JOCKa, KOMILIEKT MePEHOCHOTO
MYJIBTUMEAUHHOTO 000PYy IOBAHHUS - KOMITBIOTEP, IPOEKTOP, MPOSKIIMOHHBIHM 9KpaH, KOMITBIOTEPHI ¢ BO3MOYKHOCTBIO BEIXO/A
B VIHTEpHET U TOCTYIIOM B JIEKTPOHHYIO HHPOPMALMOHHO-00pa30BaTENbHYIO CPEY.
7.3| O6ecnieueH goctyn K ceTi IHTEpHET U B 3JIEKTPOHHYIO MH()OPMAIIMOHHYO CPEy OpraHn3alluu.
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