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YrukanbHblii niporpamikbli KIPl H(hopMaITMOHHAST O€30TTaCHOCTh U 3aIuTa HHPOPMAIUH, / CEMECTp
e3a68f3eaale62674b54f4998099d3d6bidcr836

09.03.02 NudopmanimonHubie  CHCTEMBI

KOI[, HaIIpaBJICHUC IIOATOTOBKHU
TCXHOJOTHUHU

besonacHOCTh ~ WH(MOPMAITMOHHBIX  CHCTEM
Hampasnennocts (mpoduib)

TEXHOJIOTUI
®dopma o0yueHus Ounas
Kadenpa pazpadoTunx NudopmaTku ¥ BEIYUCTUTEILHON TEXHUKU
Brimyckaromast kagenpa NudopmaTuku 1 BEIYUCTUTENBHON TEXHUKH

Tunoevie 3a0anus 0131 KOHMPOIALHOU padOMbL:

Ilpumepniuie 6onpocwt 011 KOHMPOJILHOU PAOOMBbL:

AKTyallbHOCTh NPOOJIEMBI 3aIIUTHI HH(pOpMAaIIHK.

OcHoBHbIE (PAKTOPBI MOBBIIEHUS YA3BUMOCTH HH(DOpMAIUH.

[TepeuncanTh pUCKU B IPOMBILIUIEHHOCTH cBs3aHHbIe ¢ UT.

AKTyaJlbHOCTb 3aIIUTHI HH(OPMALIMH, CBSI3aHHOM C COCTAaBOM U (PYHKIIMOHAIbHBIMU

BO3MOYKHOCTSIMU COBpeMeHHBIX UT.

OcHoBHbIE MTOHATHS UH(DOPMALIMOHHON OE30MTaCHOCTH.

6. YA3BUMOCTH BBIYHCIUTEIbHBIX CUCTEM, CBA3aHHBIE C (PU3NUECKUMU ITPOLIECCAMH,
MPOTEKAIOIIUMU B HUX.

7. YA3BUMOCTH MUH(POPMALMOHHBIX U BBIYMCIUTEIBHBIX CUCTEM, CBS3aHHBIE C CHIEIIM(PUKOI
peain3aluy MaTeMaTHUYECKUX U JIOTHYECKUX BBIYUCIICHHI.

8. HudopmanmoHHsle pecypcbl cOopa HHPOpMALUU 00 YI3BUMOCTSIX U PUCKAX
MH(POPMAIMOHHBIX ¥ BEIYUCIUTEIBHBIX CHCTEM.

9. Tlepeuncnure OCHOBHBIC 3aKOHBI PD CBsi3aHHBIE ¢ MHPOPMAITMOHHON 0€301MaCHOCTHIO.

10. OcHoBHEIe TToNIOKeHU DenepaibHOTO 3aKkoHa Ne149.

11. OcHoBuble nonoxenus denepanbHoro 3akoHa Nel52.

12. Cioco0sI ¥ TOJIXO/16I K TIOUCKY OCHOBHBIX 3aKOHOATEIBHBIX akTOB PD B 00macti
3alUThI HH(OPMAIIHH.

13. [lepeyncnuTh pUCKH BO3HUKHOBEHUS MTPOOJIEM 3alIUTHI HHPOPMAIIHU TIPH
NPOEKTHUPOBAHUY U pa3paboTKe HHPOPMALMOHHBIX U aBTOMAaTU3HUPOBAHHBIX CUCTEM.

14. TIpoGaembl cOopa, 00pabOTKH U MIPEACTABICHHUS HHPOPMAIIHH C YY€TOM COBPEMEHHBIX
TpeboBaHui MHOOPMAITMOHHON 6€30IaCHOCTH Ha BCEX YPOBHSX )KM3HEHHOTO ITUKIIA.

15. Cucremsl 3a1IUThI OT HECAaHKIIMOHUPOBAHHOTO JOCTYTIA B ONEPALIMOHHBIX CUCTEMAX U
JIOKAJIbHBIX CETSX Mepeiadyn JaHHBIX.

16. [TonuTHKHM 6€30MaCHOCTH.
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17. Opranusanys CEeKpeTHOTO AEJI0NPOU3BOJICTBA U MEPOIIPUATHUH 110 3aLIUTE UH(POPMALIUH.
18. [IporpaMMHO-TEXHHYECKHE METOBI M CPEACTBA 3aIIUTHI HH(pOpMaIny.



19. IlporpammHo-anmnapaTHble METO/IbI U CPEACTBA OTPAaHUYEHHUS JOCTYTA K KOMIOHEHTaM
KOMIIBIOTEpA.
20. MeTozp! ¥ TOAXO0/1bI UCCIIEI0BAHUS /IJISl BBISBIICHUS PUCKOB.
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Tunoesnie 80RPOCHL K IK3AMEHY .

AKTyanbHOCTH NpoOsaemMbl 3aluThl HHPopMauu. OCHOBHbIE (AKTOPbI MMOBBILIEHUS
ySI3BUMOCTH UH(OpMaK. PUCKH B TPOMBILUIEHHOCTH.

OcHOBHBIE ~ TOHATUS  MH(MOPMALMOHHOM  OE30MACHOCTH. Poccuiickoe  u
MEXYHapOJAHOE 3aKOHOIATEIbCTBO.

Poccuiickoe  3aKOHOJATENBCTBO MO  3aIIUTe HMH(POPMAIMOHHBIX  TEXHOJIOTHUH.
HopmartusHo-1ipaBoBasi mH(opMarus.

CucTeMsbl 3alUThl OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA B ONEPALMOHHBIX CUCTEMAX U
JIOKaJIbHBIX CETSIX Tepeiayn JaHHbIX.

Mertoas! u cpecTBa 3amuTh HHGopManuu B Internet.

[TonuTuky 6€30MacCHOCTH.

Opranuzanys CEKpeTHOrO  JICJIOTIPOM3BOJACTBA M MEPONPHUATHH 1O  3aluTe
UH(GOPMAIINH.

[TporpaMMHO-TEXHUYECKHE METO/IbI U CPE/ICTBA 3AILUTH HH()OpMALIUH.
[IporpamMHoO-anmapaTHble  METOJIbl M  CpEeICTBA OrPaHMYEHHUs JOCTyna K
KOMITOHEHTaM KOMITBIOTEPA.

Pa3zpaboTka mporpaMMHOro MakeTa CUCTeMbl MH(poBaHUS MHPOPMALMH METOJIOM
Bepnama.

['eHeparusi nceBaOCTydYalHBIX MOCIEI0BATEIBHOCTEN YHCEN B CHCTEMax 3allluThl
uH(pOpMaIHH.

AMepuKkaHCKHI cTaHaapT mudpoBanus qaHHBIX DES.

OrtevecTBeHHbIN cTanaapT mmppoBanus naHabix (COCT 28147-89).

Anroput™m mmudposanus Juddu-Xenmmana.

OnHoHamnpaBieHHbIE X31I-(QYHKIINH.

DOnekTpoHHas MU(ppoBas MOIAMHUCH

[TpumeHeHne QyHKINH XSITUPOBAHUS B HACHTU(DUKAIIMY U TIPOBEPKE TTOTHHHOCTH.
Anroputrmet MD5, SSH.

OcHoBHBIE QYHKIIMI MEKCETEBBIX DKPAHOB IS (PMITBTPAIIK COOOIICHUH U 3alUTHI
uH(pOopMaIHH.

3ammTa OT OTJIA0K U IN3aCCEMOTUPOBAHUSL.

CriocoObl BCTpanBaHUs 3alIUTHBIX MEXaHU3MOB B IPOIpaMMHOE 00ecTieYeHue.
MerTobI TepexBaTa U HaBS3bIBAaHHS HH(POPMAITHH.

MeTto1bI BHEPEHUS TPOTPAMMHBIX 3aKIaJI0K.

KommproTepHble  BHPYCHl Kak OCOOBIH  KJTacC  paspymIarolIuX — IMPOTPaMMHBIX
BO3JICHUCTBUM.

3anmTa OT pa3pylalonuX NPOrpaMMHBIX BO3/ICUCTBHIA.

Knaccugukarus cuctem 3aimThl HocuTenel HHPOPMAIUH.

MeToapl U CpeliCTBa 3alIUTHl HOCUTENICH HH(DOPMAIIHH.

Bunsr nundopmannoHHsix pecypcoB. CriocoObl 3aUThl HHPOPMAIIMOHHBIX PECYPCOB
OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

CniocoOsI 3a1TU Tl HHPOPMAIIMOHHBIX PECYPCOB OT HECAHKIITHOHUPOBAHHOTO JIOCTYTIA.
OcHOBHBIE BU/IBI aTaK HAa IPOTOKOJIBI Ay TEHTU(HKALINH.

OCHOBHBIE PUEMBI NIPEIOTBPAILECHUS aTaK.

Bonpocs! 3aimTsl aBTOPCKOTO MpaBa (MMYIIECTBEHHbIE U HEMMYIIIECTBEHHbIE ITPaBa).



